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Preface

In the first edition, the seven chapters of this book are structured to enable
readers to learn both Networking and Wireshark skills efficiently,
completing the material in seven one-hour sessions. This approach allows
readers to build foundational knowledge in Networking and apply it to
practical troubleshooting using Wireshark. Feedback from readers is highly
encouraged to enhance the quality of future editions.

The book begins with an introduction to the TCP/IP model, the fundamental
framework of networking on which various application stacks are built. It
then progresses to explain how enterprise networks function in real-world
scenarios and how network activities can be observed using Wireshark.
Subsequent chapters introduce tools for analyzing Wireshark traces, along
with methods to automate this analysis. The book concludes with an
exploration of malware behavior within networks and techniques to identify
and verify malware activity through Wireshark traces.
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C HAPTER 1
Overview of TCP/IP Model

Introduction

This chapter will focus on understanding the TCP/IP model on which
different applications are built. Each application has a TCP/IP stack, which
helps in the communication between the client and server. Before we
understand tracing packets in Wireshark, it is important to build the
foundation and understand the OSI model in detail. Have you ever realized
that different things we use in our day-to-day life work on a model where
our actions are linked to each other? For example, when we drive a next-
gen automobile, what are the main components of its Infotainment System?

Structure

In this chapter, we will cover the following topics:

e Main Components of Infotainment Systems
e Understanding the OSI Model

Main Components of Infotainment Systems

e Integrated Head Unit: Touch-screen-based tablet-like device with a
user-friendly HMI that acts as a control center for the infotainment
system.

» Heads-up Display: Automotive heads-up display is an integral part of
high-end infotainment systems, which displays vehicle real-time
information on the transparent screen integrated with the vehicle
windshield.

e Operating Systems: Infotainment systems require operating systems
that are capable of supporting connectivity, convenience functions,



and downloadable applications to integrate new functions in the
system.

e CAN and Other Network Protocol Support: The hardware
components in infotainment systems are interconnected with certain
standard communication protocols, such as Controller Area Network
(CAN), which allows microcontrollers and devices to communicate
with each other.

e Connectivity Modules: Infotainment systems encompass GPS, Wi-Fi,
and Bluetooth modules to provide internet connectivity.

e Digital Cluster: Infotainment systems have transformed cockpit
designs from static displays of in-vehicle instruments to digital
clusters. Digital instrument clusters fetch information from the vehicle
ECU unit via OBD port-II and display it in the display screen of the
infotainment system.

Entertainanent

Mavigation

Figure 1.1: Understanding the Infotainment Components

The idea is not to explain how CAN works in Infotainment for
Automobiles, but to demonstrate the correlation between CAN and the OSI
model.



Need for CAN

CAN protocol is a method of communication between electronic devices
embedded in a vehicle, such as central locking, air conditioning, and
airbags. A vehicle contains a network of electronic devices that share data
and information with one another. A spark-ignition engine, for instance,
requires a spark to initiate the combustion chamber. To ensure this occurs
accurately, it communicates with the vehicle engine control unit, which
chooses the ideal time for the ignition to provide the power and fuel
efficiency.
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Figure 1.2: Interconnection between Different Components

CAN identifies each electronic device as a node that is connected via a
common serial bus.
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Figure 1.3: Correlation between CAN and OSI Models

Understanding the OSI Model

The Open Systems Interconnection Model is a conceptual framework used
to describe the functions of networking systems. It has fundamental
concepts to understand how the entire IT systems work, and most
importantly, how different applications are built.

o Physical Layer: The lowest layer of the OSI model is concerned with
transmitting raw, unstructured data bits across the network from the
physical layer of the sending device to the physical layer of the
receiving device. At the physical layer, one might find physical
resources such as network switches, routers, and network modems at
home.



e Data Link Layer: At the data link layer, directly connected nodes are
used to perform node-to-node data transfer, where data gets packaged
in frames. The data link layer also corrects errors that may have
occurred at the physical layer. Media Access Control (MAC) provides
flow control and multiplexing for device transmissions over the
network.

o Network Layer: The network layer is responsible for receiving
frames from the data link layer and delivering them to the destinations
based on the address contained inside the frame. The network layer
finds the destination by using logical addresses such as Internet
Protocol (IP).

e Transport Layer: The transport layer manages the error checking and
delivery of data packets. It regulates size, sequencing, and ultimately,
the transfer of data between systems and hosts. One of the most
common examples of the Transport layer is TCP and UDP.

e Session Layer: The session layer controls the conversations between
different computers. Session layer services also include authentication
and reconnections.

* Presentation Layer: The Presentation layer translates the data for the
application layer based on the syntax or semantics that the application
accepts.

o Application Layer: At this layer, the user directly communicates with
the applications. For example, SaaS based applications such as 0365
and Gmail.

OSI layer is the theoretical framework for building IT applications, while
the TCP/IP model is the practical framework for building IT applications.
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Figure 1.4: Correlation between OSI and TCP/IP Model

The OSI Model is being developed by the International Organization for
Standardization (ISO). TCP/IP is being developed by Advanced Research
Projects Agency Network (ARPANET). Though there are subtle differences
between them, both are equally important in building the Network
Architecture over which applications can communicate over the Internet.

TCP provides the bridge over which different applications can communicate
with each other. For example, when you dial a number, the call gets routed
through the service provider network and then gets routed to the calling
party. The service provider provides the Network Infrastructure and also the
path for the call to reach the destination calling party. Once the call gets
connected, the communication happens over TCP or UDP, which is the
transport layer over which the session is being established.

Service provider network
Infrastructure
= O =
- .
TCP/UDP Session
Caller 1 Caller 2

Figure 1.5: Establishing a TCP Session

TCP is a connection-oriented protocol, the details of which we will examine
later.
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Figure 1.6: Encapsulation of TCP Data in an IP Datagram
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Figure 1.7: TCP Header

Each TCP segment contains source and destination port numbers to identify
sending and receiving applications. These two values, along with the source
and destination IP address in the IP header, identify a connection .

The combination of IP address and port number is called a socket. The
socket pair is a 5-tuple, which consists of the client IP address, client port
number, server IP address, server port number, and transport protocol
TCP/UDP.

The sequence number identifies the stream of bytes flowing between two
applications. The acknowledgment number contains the next sequence
number that the sender of the acknowledgment expects to receive. TCP
provides full-duplex service to the application layer. This means that data



can flow in each direction, which means each end of the connection must
maintain a sequence number for the data flowing in each direction.

The header length gives the length of the header in 32-bit words. This is
required because the length of the options field is variable. Without options,
the normal size is 20 bytes.

There are six flags in the TCP header such as:
e URG: This is for the sender to transmit emergency data to the
receiver.
e ACK: The acknowledgement number is valid.

e PSH: The receiver should pass data to the application as soon as
possible.

e SYN: Synchronize sequence numbers to initiate connection.
e FIN: The sender is finished sending data.

e TCP: This flow control is provided by each end advertising a window
size. This is the number of bytes that the receiver is willing to accept.

The checksum covers the entire TCP segment, including both the TCP
header and the TCP data. This is calculated and stored by the sender, which
is then verified by the receiver. The urgent pointer is valid if the URG flag
is set.

The most common option field is the maximum segment size, called MSS.
Each end of a connection specifies an option on the first segment
exchanged. It specifies the maximum-sized segment that the sender wants
to receive.

Following is a sample TCP conversation captured in Wireshark:
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Figure 1.8: TCP Parameters in Wireshark

As seen in Figure 1.8 , each TCP communication happens with a successful
3-way handshake starting with a SYN , SYN-ACK , and ACK packet.

As we look at the diagram, we see the source port and the destination port
in the TCP header with source port as 55684 and destination port as 443
The sequence number starts with 2737771089 from the source as
192.168.195.93 and the destination as 65.1.212.175 . As you can see, the
next sequence number is always SYN + 1 . The ack number would be 0, as
it always starts from 0. The window size is of length 65535 , and the max
TCP port range is from 0-65535. The MSS size is 1460 bytes.
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Figure 1.9: TCP MSS and Window Size

As seen in Figure 1.9 , the source is 65.1.212.175 and the destination is
192.168.195.93 . This is a SYN ACK packet. Here, the sequence number
starts from a different value, which is 2918524981 , which is a different
stream as the source is different. The next sequence number is SYN + 1
Now the acknowledgement number is not 0 but 2737771090 , which is SYN
+ 1(2737771089 + 1)== next sequence number. The acknowledgement is
equal to the syN +1(2737771089) as the stream is the reply to the SYN
initiated from source 192.168.195.93 . The MSS advertised here is 1400
bytes.



Figure 1.10: Sequence Number in TCP Header

As seen in Figure 1.10 , the source is again 192.168.195.93 , and as seen,
it is an acknowledgement to the SYN AcK packet. The sequence number is
2737771090 , which is the next sequence number of the first packet, which
was SYN with source as 192.168.195.93 . As can be seen, the sequence
number is equal to the next sequence number of the source 192.168.195.93
of the first packet. The Acknowledgement number is 2918524982 , which is
== to the next sequence number of the SYN-ACK packet whose source is
65.1.212.175 .

What have we learnt so far?

Each TCP transaction starts with a 3-way handshake. Each stream would
have its own TCP sequence number. The next sequence number would
always be SYN + 1. The acknowledgement number would always be equal
to the next sequence number of the previous packet, as TCP works in
sequence and keeps a track of all transactions; as a result, it is being
mentioned as a reliable protocol.

How is the next sequence number calculated?

The next sequence number for a SYN or SYN ACK packet = sequence
number + 1 — if the TCP data payload is 0.

The next sequence number for a TCP packet is = sequence number + TCP
data payload.
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Figure 1.11: Validating Next Sequence Number in TCP Header

As seen in Figure 1.11 , the TCP packet is a Client Hello, which is sent after
the initial SsYN from the source 192.168.195.93 . As seen, the next
sequence number = Seq number(2737771090) + TCP payload(249)
2737771339 .
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Figure 1.12: Enabling Relative Sequence Number

We can always enable the Relative sequence number while working on TCP
sequence number analysis. As seen in Figure 1.12 , right click any TCP
packet > Protocol preferences > TCP > Relative sequence number .
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Figure 1.13: Validating Relative Sequence Number

As seen in Figure 1.13 , the term relative means that it starts from 0. One
can always see the raw sequence number and also the relative sequence
number. The relative sequence number helps in troubleshooting TCP stream
issues with a lower offset number, rather than the actual sequence number,
which is a large number.
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Figure 1.14: Client Hello with Relative Sequence Number



As seen in Figure 1.14 , the client hello packet is shown with a relative
sequence number enabled. The next sequence number is 250, as it is
sequence number + TCP payload length = 1 + 249.

With a larger pcap file, it is important to understand how many different
streams are available and what are the different transport protocols
TCP/UDP available, and how many different sources and destinations are
available. Wireshark gives us a great utility where it gives a summary of
conversations as follows.

Open Wireshark > Statistics > Conversations

Figure 1.15: Conversation Summary in Wireshark
As seen in Figure 1.15 , there are 5 columns:

1. Ethernet: Layer 2 mac address

2. IPV4 : IPv4 address for different conversations

3. IPV6 : IPV6 address for different conversations

4. TCP: The 4-tuple information of TCP transaction
5. UDP : The 4-tuple information of UDP transaction
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Figure 1.16: Conversation Summary with TCP Sessions

As seen in Figure 1.16 , the information under the TCP column gives the
source and destination IP address and also the source and destination port,
which are labeled as Port A and Port B. It also gives the information about
the bytes transferred for each connection. One of the important columns is
the stream id, which is the Wireshark way of filtering specific transactions.
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Figure 1.17: Filtering Wireshark with TCP Stream Id

With this filter, one can look at all the conversations happening for a
specific stream index.



Let us look at how the TCP acknowledgement works for different segments,
and then we will look into the selective acknowledgement functioning.
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Figure 1.18: Reliable Communication in TCP with Acknowledgement for Missing Segments



The preceding diagram shows the client sending a request to the server and
the server formulates the response into 4 TCP segments (packets). As seen
in the diagram, segment 2 is lost, and the Server keeps on sending other
segments, where the client keeps on sending an acknowledgement of the
first packet, post which the server sends segment 2 again, after which the
Client sends an acknowledgement for other segments. As seen, the client
always acknowledges the packet which it has received till now, and by
sending the acknowledgement of the first packet server understands that
segment 2 was lost in between it retransmits all packets from segment
2,3,4.... One of the disadvantages is that it results in the server
retransmitting the packets, which can result in loss of bandwidth and is
considered as not efficient.

Selective Acknowledgement

Selective Acknowledgement was introduced in TCP flow to manage the
loss of segments. In order to better manage the bandwidth of the link a
range was defined to identify the start and the end of the Segments which
were lost so that the receiver knows from where the retransmission of the
Segments to start selectively.
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Figure 1.19: Selective Acknowledgement

The preceding diagram shows the server sending segments requested by the
client. As seen, segment 2 is not received by the client. The client, along
with sending an acknowledgement of segment 1, also sends an
acknowledgement with the Sack field that segments 3 and 4 are also
received. Thus, the server sends only segment 2 and does not retransmit the
other.



As seen in Figure 1.20 , the packet #30 sent by the server is not received by
the client.
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Figure 1.20: Selective Acknowledgement Field in Wireshark

As seen in Figure 1.21 , the client in packet #31 sends an acknowledgement
by mentioning the segments in the Sack field which are not received by the
client.
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Figure 1.21: Receiver acknowledging the Segments Not received

Client sends another packet #33, where it sends an acknowledgement by
mentioning the segments in the Sack field which are not received by the
client. The client also sends the non-contiguous segments that the server has



been sending. As seen, the right edge keeps on increasing, which is now
21721 .
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Figure 1.22: Client sending the Segments requested by the Receiver
As seen in Figure 1.22 , in packet #35, the client sends another bup Ack
with the right edge of Sack as 23169 .

As seen in packet #38, the server retransmits the packet with the seq no
18825 .

Figure 1.23: Server retransmitting the Packet

Conclusion

We started by looking at the building blocks of Infotainment Systems. We
then understood the basics of the OSI model and also looked at the actual
packet captures to understand the different packet handshakes in the TCP




protocol. We also looked at how the TCP protocol is a reliable protocol and
also how the TCP 3-way handshake works. The next chapter will explain
how the Internet traffic works when you are working from home.
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C HAPTER 2

Flow of Internet Traffic

Introduction

This chapter will focus on how the Internet traffic works when you are
working from home. This chapter will give insights into how different
components of the OSI layer model work while the traffic is initiated to the
Internet. It would highlight the DNS resolution and how the connection is
made to different websites. We would set up a private Web Server and
perform decryption in Wireshark using the server’s private key and TLS pre-
master secret. We will conclude by taking a remote capture on the Apache
server using Wireshark.

Structure

In this chapter, we will cover the following topics:

e Basic Home Internet Connectivity
e Analyzing Practical SSL Decryption
e Applying Remote Capture Using Wireshark

Basic Home Internet Connectivity

Let us start with a basic setup, where the machine is connected to the Home
Wifi. The Home Wifi provides Internet connectivity.

[ Machine ]—-[ Home Wifi ] - Internet

Figure 2.1: Architecture of how Home Internet works




In order to access the Internet, the Network needs to have a public IP, which
would allow Internet communication. If the Network only has a private IP,
then the Internet traffic access would not work. The list of private IP
addresses is mentioned in https://datatracker.ietf.org/doc/html/rfc1918 .

I log in to my Home Wifi router. By default, the IP address of the Wifi router
is 192.168.1.1. The Wifi router can be accessed on http://192.168.1.1. The
default login username and password would generally be admin/admin,
depending on the Wifi router model.

& Sl Sares  TH2.9A11 "

] Friama in PRV Fasss loge

ierara

Figure 2.2: Wifi Router Login Page

02:a9:50:86:06:84 192.168.1.3

Figure 2.3: The Machines connected to the WiFi Server

Here, it shows the machines that are connected to the Wifi router. As we can
see, the private IP address is being displayed as 192.168.1.3 . Verifying on
the machine CLI, we can see the same IP address being configured.


https://datatracker.ietf.org/doc/html/rfc1918

en0®: flags=8863<UP, BROADCAST, SMART, RUNNING, SIMPLEX, MULTICAST>

mtu 1500

options=6460<TS04, TS06, CHANNEL_IO, PARTIAL_CSUM, ZEROINVERT_CSUM

>

ether e2:a9:5b:86:€6:84
inet6 fe80::840:493e:edd9:c2ef%en® prefixlen 64 secured

scopeid Oxe

inet 192.168.1.3 netmask Oxffffffe® broadcast 192.168.1.255
ndé6 0ptions=2®1<PERFORMNUD, DAD>

media: autoselect
status: active

The question comes from where the IP address pool is being configured and
how the IP address is assigned to the machine. Under Lan Settings > DHCP
server , the following is the IP pool:

» DHCP Server

DHCP Server

LAN IP Address
Subnat Mask

DHCP Start IP Addross
DHCP End IP Address
ISP DNS

Primary DNS
Secondary DNS

Lease Time Mode

Custom Lease Tima

192 .68 .1 .11

255 (255 . (255 .0

192 (188 .1 .2
192 L1868 .[1 . [254
On ® onf

192 168 .1 1

: "T‘T‘."'II- . Canc

Figure 2.4: DHCP Server Settings on the Wi-Fi Router

There is a DHCP server configured on the Wifi router, which allocates IP to
the machines that get connected. We can also see that the DNS server is
configured at 192.168.1.1 . Why is the DNS server important? Let us say a
user initiates the traffic to the Internet at google.com . The first step that
happens is the user’s machine forwards the DNS resolution to the DNS
server configured, which is provided by the Home Wifi Provider.


http://google.com/

The user sends the DNS request to the DNS server, which is 192.168.1.1 .
As we learnt initially, for the network to access the Internet, it needs to have
a public IP, and similarly, the DNS server should also have a public DNS
server for resolving public domains. The public DNS server is configured as
follows on the Wifi router:

v DNS
IPv4 DNS Servert 125 .22 | |47 .|125
IPv4 DNS Server2 125 .22 |47 .|100
IPvE DNS Server!
IPvE DNS Senver2

[ rooy W Concel

Figure 2.5: DNS Server Setting on the Wi-fi Router

The Wifi provider is Airtel, and they use the following DNS server range.
https://www.dnsknowledge.com/name-servers/india/airtel-dns-server-
address/

Let us check this DNS communication on Wireshark. The user has initiated
traffic to 3 public websites: news18.com , youtube.com , and google.com

In order to filter all the traffic, we would use the filter dns in Wireshark.
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Figure 2.6: Verifying DNS Request on Wireshark
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Let us first try to view the first dns query made for the first request made by
the user to news18.com .

As we see packet no 3033 , the source IP of the DNS query is 192.168.1.4
, and the destination IP is 192.168.1.1 , which is the DNS server. The DNS
server 192.168.1.1 redirects to the public DNS server, which would not be
seen on the capture. As can be seen, the DNS response for the DNS query
made on packet no 3033 is on packet no 3440 . Once we view the packet no
3440, we see the response coming from the DNS server to the endpoint
machine.
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Figure 2.7: DNS Response to the Query initiated by the User

As seen in Wireshark, the Information field mentions that it is a DNS
response. When we look at the DNS Flags in the packet, it specifies a
Response message. We do not see any IP address information in the DNS
packet header. We only see Type A as the Host address with no IPv4
information in it. When we look at the Info field, the IP address information
is visible.
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Figure 2.8: IP Information for the DNS Response

Why is the IP address information not visible in the DNS packet
header?

Let us look at the DNS packet header again in the Queries section. When we
select to Query the domain name, which is news18.com , we also look at the


http://news18.com/
http://news18.com/

Information field in Pane 3.
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Figure 2.9: Dissecting the DNS Query Packet

We can see that the highlighted portion in pane 3 stops at 01. If we look at
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Pane 3, there are some Integers in place. Let us try to dissect what those
Integers represent. The first part of the domain is www. If you use
https://www.rapidtables.com/convert/number/ascii-to-hex.html and try to

convert the ascii character www to hexadecimal, we get 77 77 77 . The

next part of the domain is news18, which gives hexadecimal output of 6E 65

77 73 31 38 . The last part of the domain is com, which gives hexadecimal

output of 63 6F 6D .

Similarly, we check the DNS query packets for other domains such as
youtube.com . Here we are using the filter dns.qry.name to only list out the
packets which has youtube.com as the dns query.



https://www.rapidtables.com/convert/number/ascii-to-hex.html
http://youtube.com/
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Figure 2.10: DNS Query for Youtube.com

The following is the response packet in packet no 17342 :

War Batagran Frotecel, Src Perts 53, But Parts 344 eh mh ot W B4 U0 fa LR EE KL TR Do G 08 00 43 00
BoabLe Mm% Irruponiad BEIE B AT B BT B N ER B1 N0 ONT o a0 0D KL 60 A Y ]
i e e M MMeNadun budrawen 3
HE NN NI MTIMIABRERY e
Flapel Sukii® TAssfacd Sy FUMSST, My phokt P44 BESRATNE b ] b6 1 CB 6CBR NI SE L HA 64 BB Ao o
| A wens svme ® MEApOALET Metiage 13 B PERpGALE Bid As o8 be Ta cF B | i

= dprode: Yierddard guary (B)

« = AgURSP LU IweE Sifwed LR AS1 5 Bu1RaFily
anms = Tt ied] Meiteps 11 A1 Treriaied
ene 8 BEOWRLES SERLAEA D0 Qudry PECRTI e Ly
+ ® Bacernion svailsble; Server can S3 regeriiee gueries
+ = It fenerwnd 1)
+ = Aiwd? BuTheal LTI Asdad/daiha# Lly paf1ion wil S50 sulbanllisled '
suma ® N TREAY LCATEE BATE! URBICHINSTE
= Ragly oeden We avrer (80

far doddla

Arewr WA 1
Bginge ity MiAy @
AsETieas] RN @
St ¥ L
ewteba. oo type &, claws EN
Mima ;e fom
e

Figure 2.11: DNS Response for Youtube.com

If we follow the same preceding process by converting ASCII characters to
hexadecimal, we get youtube= 79 6F 75 74 75 62 65 and com= 63 6F 6D

OA .

We learnt the following steps when the Internet traffic is initiated from the

endpoint machine.


http://youtube.com/
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1. The DNS resolution happens on the DNS server, which is configured
on the endpoint machine.

2. The public DNS server is configured on the WIFI provider, which
helps in the Domain resolution of the public domains.

3. The DNS resolution gives the public IP of the domain to which the
connection is made from the endpoint machine.

In order to access the Internet, the endpoint machine should also have a
public IP address. We saw that the endpoint machine had a private IP address
in the range 192.168.x.x. The gateway to the Internet is the Wifi router. The
Wifi router translates the private IP of the endpoint machine to a public IP.
This process is called NAT (Network Address Translation). In order to
determine the public IP address, we can type https://whatismyipaddress.com/
on the endpoint machine, and we get the following output:

« =2 O %: whalismyipaddress.com
D whatls
MY 1P IP LOOKUP HIDE MY 1P VPNS v

The new recipe

Start free trial
for collaboration.

My IP Address is:

IPv4: 2 122.171.16.143

IPvb: 7 Not detected

Figure 2.12: Determining the Public IP of the Machine

One would think that the public IP of 122.171.16.143 is not visible in the
Wireshark capture. We saw the source IP of the endpoint machine as
192.168.1.4 .

Let us try to visualize the packet flow with the following network diagram:


https://whatismyipaddress.com/

CPoO CP1

anl ]
Machine HomeWifi |22 ;

)

Figure 2.13: Packet Flow when the Trdffic leaves the Machine and reaches Internet

We took the Wireshark capture on CPO, which is the nic for the endpoint
machine from where the traffic was initiated. Had we taken the capture on
CP1, which is the nic for the Wifi router, we could have seen the public IP of
122.171.16.143 . The Web Interface of the Wifi router does not give an
option to take capture on CP1.

Let us look at the packet flow when the traffic is being initiated from the
endpoint machine by focusing on different packet headers of the OSI layer,
which we learnt.

We would try to analyze Wireshark for the traffic that was initiated to
news18.com .
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Figure 2.14: Wireshark Filter for DNS Query

The first address at the ethernet layer is the MAC address. This is the Data
Link layer for the OSI model. MAC address stands for Media Access
Control, which is a unique identifier assigned to the network Interface
controller (NIC). The Ethernet layer would always consist of the source and
destination MAC. The destination MAC would be of the WIFI router, and
the source MAC would be of the endpoint machine from where the traffic is
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initiated. If we closely look at Pane 3, where the traffic bytes are shown, it
starts with the Ethernet layer.
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Figure 2.15: Ethernet Layer showing the MAC Address

The next Protocol is the Internet Protocol (IP) Layer. This is the Network
Layer for the OSI Model. The IP layer provides the source and destination IP
addresses.
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Figure 2.16: IP Layer Information in Wireshark

The source IP address is of the endpoint machine from where the DNS
traffic was initiated, while the destination is the DNS Server. The Packet
bytes on Pane 3 show the source IP address of the machine as 192.168.1.4
in hex.

The next layer is the Transport layer, which shows the User Datagram
Protocol (UDP). Since this is DNS traffic, it generally works on the UDP
protocol.
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Figure 2.17: Transport Layer showing DNS Query

The UDP protocol provides information about the Source and Destination
ports on which the traffic was initiated. Since it is DNS traffic, the
destination port is 53 while the source port is 57066 . DNS traffic is always
initiated on port 53 . The port range is generally between 0 and 65535.

We would now look at the DNS response packets from the DNS server.
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Figure 2.18: Source and Destination MAC of the DNS Query
Since the DNS reply is coming from the DNS server, the source MAC is of
the Wifi router, and the destination MAC is of the endpoint machine.

The IP Protocol shows the Source IP of the DNS server, while the
destination IP of the endpoint machine.
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Figure 2.19: Source and Destination IP of the DNS Query

The Transport layer shows UDP protocol where the Source port is 53 and
the destination port is 57066 .
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Figure 2.20: Transport Layer Information of the DNS Query

As we can see, for the DNS response packet, the source and destination

MAC and

ports would be reversed.
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Figure 2.21: Source and Destination MAC for the DNS Response

the following:

e When the Internet traffic gets initiated, the first step is the DNS
resolution.

e The

DNS traffic gets forwarded to the DNS server, which is

configured, which helps in the DNS resolution of the public domains.

e The

Wifi router performs NAT for the source machine and provides a

public IP for the machine to communicate with the Internet.

Till now, we have looked at the DNS packets in Wireshark. Now, let us look
at the connection being made from the machine towards the destination
news18.com . How do we filter out the traffic for news18.com ? Since we

know the IP address of news18.com from DNS response, which is
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104.121.230.43

104.121.230.43 .

, we can filter out all the

communication for IP address
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Figure 2.22: Filtering Traffic on the News18.com IP Address

This capture filter shows all the traffic initiated to the page news18.com . Let
us look at each packet conversation along with the different packet headers.

The first packet is TcP SYN from the source machine. All the HTTPS
connections are being made on TCP protocol, and for every new TCP
connection, the initial TCP packet is SYN . TCP SYN is the initial control
probe that the source machine sends to the destination server.

If we look at the details of the first packet, we can see the destination MAC
is of the Wi-Fi router and the source MAC is of the endpoint machine. Are
you wondering if the destination MAC should be of the server where
news18.com is hosted? Not really, because the gateway for the endpoint
machine is the Wifi router, as a result, we would always see the destination
MAC of the Wifi router.
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Figure 2.23: Source and Destination Port for the Trdffic initiated to news18.com

As we can see, the source IP address is of the endpoint machine, while the
destination IP is of news18.com . The source and destination ports are 63160
and 443 . For all HTTPS traffic, the TCP port is always 443 .

The server then responds with another control probe SYN AcK .
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Figure 2.24: SYN ack for the Trdffic initiated to news18.com

As we can see, the source port is 443 for SYN AcK , while the source IP is
also of the new18.com server from where the response is coming. We can
also see that the source MAC is of the WIFI router while the destination
MAC is of the endpoint machine.

The endpoint machine acknowledges the SYN AcK with an ACK packet.
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Figure 2.25: ACK for the Trdffic initiated to news18.com

As we can see, the source IP is of the endpoint machine, while the
destination IP is of the news18.com server.

Once the initial control connection of TCP is successful, the data connection
starts. The first packet the client sends to the server is Client Hello as part of
the SSL connection. Let us look at the details of the Client Hello packet in

Wireshark.

B paddrny BT I 43
. Tira o

Crstngton
T8 LT T )

?r:nd b Sarvr hara
Tl = e, At T

I

o= -+
iy

ENIEE = S4) ALN] SEgel Afiel Wis=1)1)08 Léfsl428 Tie
Cliest malls =
& el Wissll1I0H LensldlE Thwaism

M 6 2TITE2 (LFA LD
' 31 6, I T8, 0.4 14111, T, 40
ML A, 211 TETT I 41
Tranagert Layer Secerity
Tiiel.) Mcard Laper! Mansihahe Pratecsl: Cllest mells

Content Type: Masdihabe (77)
Wersioar TLS LB [RaBD

Lengihn 113

ranguhahe Fratsosl: Citean mells
Handnhake Types Client mells (1)
Lengih 1411

Werndear TLE 1.3 Dl

Rardion: GEBTLefeiidstana BTSN ITSTIFbe Lol AR50 PRad A i Tond PO len

Sersion 1D Length: )3

Srndos 100 SRIMRTERATRT P PEa S L BT TN RN T e A SR TR0 P TR0 Wi Dl

Ciphtr Swites Lengin: A
Cighar Sulites (18 waltesl
Compression Methody Lengthg |
Coapresiion Rethods |1 sethad)
Extasdisns Longh: 1P

Extessisn: Revarved [CAEASED [Lensd)
Eatession: o0 _polat_fermats (Resal)

Catesaion: reregotistion_Lafe (1

Extesaisn: by _share | Les=1243)

Tenall

Eatesiien: sigrature abperithe (Lensli)

Entesyions werver_nase |lenall)
Tyed! sarver_nise [#)
Leagihg 1

erver Nase Indication ealeanion
Catession: vepported_wersions |lenal)
Extanaion: peanien_tihet {Lossd)

Entesiisn: (angreis cortificate

1Lanadi

Eatesnions pah_bry_suchasge_sodey [ Lens])
Eates4188] Vepgort el grosps (Ressll)

Exteatisn: spplloaties Laper pretocal_negetlatisn |Lensld)

Exteation: viatus_regunit {leasd)
Catession: spplicatisa setiings [lensd)

=3
£

-
-
-
-
=E83
-

IEELERANSCERECESRRREERVERIRVES
LEERCX ISP RELSVIRREIES 22
AEERILRRMIESNPIEEIBEEEERINERS
FEEKELRIETRSFCESSCERERRCTRET
FeELEREAEN PR RIS EEESE Y
TEELLGAANERRREESSEISREER
ELEIESVISAERIUTRRARRICASEE
EISOEIVCSAEENENEIUEEESRY
AESEEZICCRORICTISEEVRRLY IS
ErEPECSRINERUANENERERSTRE T
bbb 2 S bt 4§ 4 4
EECEIYICESOEANEALERARARELECS
PRIVEULOENIFERIENSIIZIFILSCL

ZERSENEITEEIRRFIERRNE

i
bt F et e 4 4 e R
= SRR A R

rwma il byual B Y0P (M b

Figure 2.26: Dissecting Client Hello Packet for Traffic initiated to news18.com

The SSL handshake happens at the applications layer, and in Wireshark, we
can look at the attributes of the Transport Layer Security, which is a version
of SSL. The first information we can see is the TLS version, which is TLS
1.2. As part of TLS 1.2, the Server name indication is not encrypted, which
gives the domain name of the server to which the traffic is initiated.
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Elliptic curves point formats (1)
Extension: renegotiation_info (len=1)
Type: renegotiation_info (65281)
Length: 1
Renegotiation Info extension
Extension: key_share (len=1263)
Type: key_share (51)
Length: 1263
+ Key Share extension
Extension: signature_algorithms (len=18)
Type: signature_algorithms (13)
Length: 18
Signature Hash Algorithms Length: 16
Signature Hash Algorithms (B8 algorithms)
Extension: server_name (len=19)
Type: server_name (@)
Length: 19
- [Server Name Indication extension
Server Name list length: 17
Server Name Type: host_name (@)
Server Name length: 14
Server Name: www.newsl8. com
Extension: supported_versions (len=7)
Type: supported_versions (43)
o kgagths sy

Figure 2.27: Looking at the SNI Field for news18.com

We then focus on the set of Cipher suites which are supported by the client
as part of TLS1.2

Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 1811
Version: TLS 1.2 (0x0303)
Random: 66b2lefeS6dadacalB8I5Tdclfdf3f0ecladf25Mb15d372a241 fdeSTded91ee
Session ID Length: 32
Secsion ID: 98398f6d429411dcfda515d7252b5872740442e45687b2a105¢ccf2a195a5104a
Cipher Suites Length: 32
Cipher Suites (16 suites)
Cipher Suite: Reserved (GREASE) (@xaaaa)
Cipher Suite: TLS_AES_128_GCM_SHA256 (0x1301)
Cipher Suite: TLS_AES_256_GCM_SHA3B4 (0x1302)
[Cipher Suite: TLS_CHACHAZ8_POLY1305_SHAZ56 (8x1303)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xcd2b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256 (0xce2f)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (Qxco2c)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (@xccad)
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHAZ2®_POLY1305_SHAZ56 (@xcca8)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (@xc0l3)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (8xcdld)
Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (@x@@9c)
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA3B4 (0x009d)
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (oxeo2f)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

Figure 2.28: List of Cipher Suites supported as Part of Client Hello


http://news18.com/

The next packet is Server Hello from

news18.com

, which decides on the

Cipher suite to be used. Depending on the Server, it can either share the
Server Certificate as part of Server Hello, or it does not share, as can be seen
in the Server Hello packet from news18.com .
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Figure 2.29: Server Hello as Part of news18.com

For some other Server, for example, cisco.webex.com , the Server
Certificate is seen in Wireshark, as seen in Figure 2.29 .

LR jBc -
Lo Tema ol Erneraial ol Senrwnr e L]
T e Lamw i 170, 0.9, 104 Ter = L1588 = 4a) [ALR] Teqe] Acke] WineIOiiid Lan-8
X 1336, 1.4 R TLivl.2 - €L, weben. con Cliest malls |
: e 3.0 170,340, 1104 192,380, 1.4 Ter z £4) = E3LME [P, ACK] Seqel AckeS2N Wine13SHED Line:
} TR L 170,340, .14 192,180,104 Ter I £4) = E3LME [P, ACK] Seqel)0) AcksSTN Wias1BAN Le
" I nurm FEEN DN AT IAE AL L e - B3 = B304 [FIH, AOH] Segqelid] Rih=310 Wias1BMRN Ls
' I ANATM LML T I LA Tl = Server melle, Cortificete ]
T 1L 1T ATi. 4.1 FLES LD P bLe - d) = BI1A4 [PRN, AOK] Saqed¥lE Aoks3LE Wiss 1N L

UL R I - BITE AR

R

WEPRLBAT IS 1. (WM

Liagihy 4¥1F

medhaie Protegall Server melle
mandukaie Typel Sereer mells (1)
Lengter ¥
Weraleaz TLS LT ddaBM))

Bantomi §Tabelbedl Peds P A AN e M2 D 1onA P Rac Be FRRLa P A LR Pl PRbdn T T

Seinben [D Leaging 12

Saiaben Ebi ifeddodeteFedbdifelisebdde a1 aindiic hot liedadddadal rladaite i de

Cighav Suite: TLI_DCOSE WA wiTe_ARS 234 COW_SAASEd (BeCdM)

Compriinlon Methad: Aell (0D

Eatenilons Lesging 19

Eateailen: werver_rase [ Lonsd)

Eatennion: recsgaf Latins infe |less])

Entension: o _palst formats (Lessd)

Uatemsion: sisteon_reguest | lessd)

LIANS Pollebring: TIE 40000, 8-43701-11-5]

NS atodedlal L Tebab i T Cad WD 1o iatl
manfihaie Pratecall Certiticate

Fandubaie Typei Cariificaie (010

Langihl i)

Cartificates Lesgann A8

Certificates (AELH Byten

Certifioats Langthl DAY

CornutLoates WOADEGY T AR Tl MO LA T D T 0T A5 WhaR b P ot P 30 T 1A 3 TV bl M

Cornifioate Langih; 1754

Coraifieate: Mollisd oA Hbse ol MOTE LA DA 104 Frdlalirhs Fisrban 10T P 14T Daleb PR OIS i

CornifLoate Langin: 1088
CormifLeate: FOADFLEE NRA S Rald S S0 LA T L el 10 ELEJT T PR

PR

3435534

EREEILIE

FEEF R

SEEFECERT IS ESIEAEIRCSIRRECRLRLE

bt A

Ta 10 10 B1 PR 2o dr B B 40 W L
B PD MBI M B PY O B 0 a0 W ']
ol Te 08 BT BF 3& B 13 A OIR WP
sl B BB b D AT B B L S BN
A0S0 BT S5 BT 1D Ba el 2 W e Mo [oonh
B b TdOAY a8 2L 7T B L] | ] LT ]
ob 7 b1 de 9 le @7 3B Ta oIy ¥owi
o Th o MU MHAMIBPUS eV "
FE L ET i K ] Y I STH
o de W Te %) XM R IT ] EEN =% Dby
Bl os @1 18 g 1T 33 ah 4B L I i t 8
B I8 R B 36 gl 0D €2 48 L4 W] g m
al B & A 42 34 Ok X M m e b ok % By
o il a7 W 3 W 0T ) W L | L] ¥
BT el M da MW MM W R FEEsR
4% M 1s 30 T 41 B Ja Ll L
3 b el Be 1T W 3B W i1 = L
o oed D) B 70 b 00 O30 0l i L b q1
BT M b WA e e re Fo A =
HEN AT B YN ok L] ey 2%
TR L W T T B ET 1D n » LF ] ¥
Bl B vl B 70O B AF a8 L L L S B
FY WM M 2 bl e 4l B e 01 == s &
3N AT R @3 L W R e MM oyl ]
BHMH HNTTHMAND " oEeu

35 3810 0 o8 A o oE N " . u L ]
B e e e 1] ') -]
o ol Th b AT &7 3% MR M f B&T- %
da B4 & B FT B @1 WD W Lo

B oas W LY MM A8 MM i FRRLAE-
S M owf IS B ow) 80 W TR L B Bl B I
M oef Je de Te 33 A K B L] LT

i
i
i

Figure 2.30: Server Certificate as part of Server Hello
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All the data transfer between client and server would now be encrypted with
the Cipher suite, which is negotiated between Client and Server.
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Figure 2.31: Application Data being Encrypted

Imagine there was some person in the middle who is sniffing the traffic
between the Client and Server, they would not be able to view any
transactions that are happening between the client and Server. This includes
if the user is signing up on the Web page by entering personal credentials,
and also confidential information in terms of the Personal Identity Number
would be encrypted. This is one of the major differences between HTTP,
where all the transactions are in clear text and not encrypted. In order to
view the conversations, we need to have the private key where we can
decrypt these conversations. Where do we get the key? The private key
would be stored in the newsl18.com server securely, and unless the
news18.com server infrastructure is infiltrated, the private key cannot be
known. This means that none of the conversations that are happening over
SSL can be traced until we get the private key from the server.

Let us try to view the Certificate when the user is initiating traffic to
news18.com .


http://news18.com/
http://news18.com/
http://news18.com/

Certificate Viewer: nw18.com X

General Details

Issued To

Common Name (CN)
l Organisation (O)
Organisational Unit (OU)

-

Issued By

Common Name (CN)
Organisation (O)
Organisational Unit (OU)

nw18.com
Metwork18 Media & Investments Limited
<Mot part of certificate>

DigiCert TLS Hybrid ECC SHA384 2020 CA1
DigiCert Inc
<Mot part of certificate>

Validity Period
Issued On Wednesday 12 February 2025 at 05:30:00
Expires On Wednesday 3 December 2025 at 05:29:59
SHA-256
Fingerprints
Certificate 375030d6df4805344¢10e9ecd7027e5b14e38B4c655baffef13da
01212f74bc05
Public key 074c7d3c08612fff1c0962073ccd04df8f9f590024116a1345c¢afc
' 549fdeOfef

Figure 2.32: Viewing the Certificate of news18.com

As we can see, the public key is visible along with the Certificate, which can

be exported.
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We cannot decrypt the communication using a public key. The Certificate is
generated using a private and public key pair. The public key is distributed to
everyone on the Internet, but the private key is in the possession of the
Server.

Client Hello

Machine News18.com

J Server Hello, Certificate Issue \
to encrypt communication

Public Key Private Key
] Data Communication (
Machine News18.com
J For Decryption need Private Key L

Figure 2.33: Understanding the Public and Private Keys

Once the private key is available, we can upload it to Wireshark for
Decryption under Wireshark > Preferences > Protocol S > TLS > Browse
> Pre-Master-Secret .
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Figure 2.34: TLS Protocol Options under Wireshark

Analyzing practical SSL decryption: A Website has been hosted internally
on https. The Website is hosted on the Apache server. The following are the
reference links for setting up SSL on the Apache server and setting up the
Apache server:

 https://www.arubacloud.com/tutorial/how-to-enable-https-protocol-
with-apache-2-on-ubuntu-20-04.aspx .

e https://ubuntu.com/tutorials/install-and-configure-apache#3-creating-
your-own-website

The website is accessible over IP address. The Certificate was issued for the
IP address and not for the domain. In most of the scenarios, the Certificate
would be issued for the domain, but since this is a lab setup, the Certificate
is issued for the IP address.

The following is a sample page of the website. This is the default page of the
Apache server. In the default page, we have added the Wireshark hyperlink


https://www.arubacloud.com/tutorial/how-to-enable-https-protocol-with-apache-2-on-ubuntu-20-04.aspx
https://ubuntu.com/tutorials/install-and-configure-apache#3-creating-your-own-website

along with the Wireshark image.

L o s ] 0 E) s o8I0 o e qd ae
H Apache2 Default Page

Ubuntu B e

Theh i T Gefel maicierad paspl wheadl e binl P corvac opareton of e Apachal wereer sfter
et o sty wptees [ o bened o The squeenerd fage oo Detea, from mfat (S Uty
i & Pl I pi e PR P g, O P T e A B TTF e esiliieng

o hen R & g praperty Tou Wil rupleon thle Rl (ocsted Bt Frar S BTl dnde s, Rial)
bafory by B apaveta yos WTTE parye.

1 i 0 e e o TR el R e 0SB G 8 Bt Then probaly Saded

TR T B Ty el (o i Sl e [ il el i (LT
T A

L]
I Configuration Crearview I
s M Ran ] el i aln s P e [ e el G, el

83 wrversl ey ootrrred for intempcion Wi Ut 10 Thg conigurstos fviem i elly

4. Bafer b T8 For B Yl

B Aa, g b [ et Lo 4% b R By S00rvaeng [ el 4 0
e T R  d, PELE 1 T R

Fan (N LT P B AR ) e LB O LT BRETE & 5 e
PR IT

| = apmrtad qaaf

1 o .u--rl qwa?
|--un-u.-|

I

+  spachel et o B man cotgueshon fe. [k puts B peoes Rogeifer By rcheling sl remanng
iR el Py, whop, LT s ek ol e

PATT, CBnT o s i o R e (I el [T 8 uied 10 Gererean T
Bataning gorty For sncomeng conrectars, snd Tou Pie Lan B cusfomured arvhea.

i aan Rl o T B B0 L, 08 -l Lt Bl 4T A LY (et 0L

AT AR Rl A P, Ol DR TR, o
bl Pt conPgursiors, rpedasty
W Thy s Bt by Suriwae] el (e e Rk Fri T e+ dvisalen

Conmburpae . Thatd Whdnid bl wurdged by whore] Gor Pasigiry alevasad, s lueed, aleeaite,

Figure 2.35(a)

a2dissite, and aZencent, aldiscont . See their respective man pages for detailed
inforrnation,
The binary is called apache2 and is managed using systemd, 50 to start/stop the service use

systesctl start apacheZ and systesctl stop apache?, and uie systesctl status apachel
and journaletl -u apachel to check status. system and apachelctl can also be used for

service mansgement if desired. Calling /usr/binsapache? directly will not work with the
defaylt configuration,

. DocumemRoots ____ _____ _____ |

By defauit, Ubuntu does not allow acoess through the web browser to any file outside of those located in
fvar e, pablic_tml directories (when enabled) and fusr/share (for web applications). If your site
IS wsing & web document roct located elsewhere [Such 33 By J5Iv) you may need to whitest your
dotument rool directory in fetc/apachelfapachel. cont.

The default Ubuntu document root is Svar/we/REal, You can make your own virtual hosts under fvar/
WA,

_____ ___________ReportingProblems _________ ____ ||

Pigase use the ubuntu-bug tool to report bugs in the Apache package with Ubuntu, However, check
existing bug reports before reporting & new bug.

Piease report bugs specific to modules (such as PHP and others) to their respective packages, not to the
weh server itsedf,

This is wireshark tutorial!

Firefax
dyacoereen Mimiimeliceshack.cog )
Figure 2.35(b)
Figure 2.35: Apache Server Page in Lab

Let us view the Certificate that has been issued.
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Figure 2.36: Default Certificate Issued in Lab

As can be seen, the Common name in the certificate is the IP address and not
the domain name.

The following is the Certificate and the private key for the SSL certificate,
which has been issued for the website:

root@ip-192-0-10-13:/etc/certificate# cat certificate.crt

MIIDSTCCAJECFGy4+GlbtcAFTv1e0jONNCRLCZfRMAOGCSqGSIb3DQEBCWUAMGE
X
CzAJBgNVBAYTAk10OMQswCQYDVQQIDAJLQTELMAKkGALUEBwWWCQKEXEjJAQBgNVBAO
M
CVdpcmVzaGFyazELMAKGALUECwWwWCV2kxFzAVBgNVBAMMD jUOLjIOMS4yMjUuUMjA
z
MB4XDTI1MDIYMDAIMjMXNFOXDTI2MDIYMDA1MjMXNFowYTELMAKGA1UEBhMCSU4
X
CzAJBgNVBAgMAK t BMQswCQYDVQQHDAJCQTESMBAGALUECgwWIV21yZXNoYXJIrMQs
W
CQYDVQQLDAJXaTEXMBUGALUEAWWONTQUMjQxLjIyNS4yMDMwggEiMAOGCSQGSIb
3
DQEBAQUAA4IBDWAwWggEKAOIBAQC1DYRfF+vot/3SGRjz5STfF63CodzkTcTS12N5
L



7kDNkf/62xgtBbINb7Kh1Hr0elVo0+k1Z76GQNmTMULDEBGNIDhPQDs6jVGw8s3
n
QAS78c78tzEIwzg+JWQue0z10meZ4BkBSYFfkKnTEbaff5bR/QIasSBO6N206vw
i
z0QgiIyhIelLtVs0123ZyvcmB/r5+StE1hzQLK9717FQE+1BWd4G81lefIAoWHa4
\Y
DYthOG8Re8XX1VP7iPfBEUdwVNt1U2K907Wk1LBM1eB7poa8/EqIQsaQ3Z2S9FW
/
Z/HW5hiHhEWXGauV/+b6aNbnUWFt1mBepfM20y JOXXE4CMVPAgMBAAEWDQY JKoZ
I
hvcNAQELBQADggEBABGLhD9OLM2hMYKMLULCOfr3KMIM8vQzB2BeBd6Cc35/wN7b
A
yVikmyY23nM11+60de7V/hnAMTZar8/Wu5c3XpoXpNjwvWg92IKgF6E2JInn/PywZ
u
iu/UmcjmTOFEt/0UgWeK+MgWcx4HUbQRSsx80V8F1HE767j1YNn+YK4GGTBnMwCp
G
6nav7EWCx3/1ajEkSeMeasflO1XfGD7q/0GkAAWOQDeX23ufg@jSquN6seG/Yis
W
1bKVQFakYy40AR4KqA157D3+/tJsf9/PhOQPbiCObzx0dpDwlHXYy8GHfnmHM2tN

q
C+1/jbEFHeSNnT6Rfj6Uio/00NILJIDX3aJMRc3Fo=

MIIFLTBXBgkqhkiGOw0OBBQOwWSjApBgkqhkiGOwOBBQWWHAQI21PcPY9jf4wCAgg
A
MAWGCCQqGSIb3DQIJBQAWHQYJYIZIAWUDBAEQBBCKkvOIO8+0++8zg9E1LYykR2BII
E
OBtIPmM1ZgFrr5rwW+9VvQz7+nQ20aMémOrNK/s7YJfIX3F4/sCzOEtY1YqsF/18wr
K
x5ZvdU2be0@kXzuzzr712r5iStrZ2F70p+gQh+z8QqiDPZhOCfmSbVuVh3GPYelc
I
0dT1pL/nCINNLISUfm30KuzQroUUhSXsqiEhTbz12enKj/ma/CDi5gHc2aIv3mlj
9
6DTAWEP09185nz4K3E41p4j61400DKHZaecQ4mPK+4bwWG2AMITsAdS5LeSThV2N
X



CckLscVUHebY/9BEB/1gKxKe7W9cptoiy9AOcwwz/uh8LtrfPkBBmX8mq+TG4LJ
K
BANC4NYy9DNxgaibmGwdQkQ49I1E8/MToTgYiwcYk9ckknuayOr8eyL79GRVynni
8
KhsOborM1sVJYZ6AnJJZgAoTQc2mEgnM+tV5KYxchnc2gc+UVMON9k jBITwWTguS
z
6aSjcNODg7jNiS2glaYT9KHfujjzvEaya9wcN9uDQY9SqJ7t9c92614J75NF8cw
H
yZ3DmL1BQCcHV65PbNbzLXCrzc7hrCvmVMbAbyitKOFZPhackwqGLh9H3zhgho9z
K
hOXx71cz7WOLVTpPTDkxtGZ3nuwv06J/2LZGyyqfSLCeRS611zABZ6J51r9QabVyYf
b
cLuQjfflr/vnfbxTLOtIMA195tqlDeIlEc1+jwluyWOGob+hwixRO5yXZUprwuw
6
3BTLjsSE1AQSaKytoOUbBOL5ZG1VHg5dUsTva+kjIuK1lMwPa/7GPAvkOzuBUBbNT
Y
Srouvy9uoexxf4aKlbdQVo/cKloMcRr8CuB5pwWQyXulBkimeBffzLbn0@91bwOc10
S
MFLKiED4wcvdK8TBFMOTf7KTUle7N5jhHvU5d0yB8cg3s3rqc2KxqzfL2aAREdRP
u
a6gEhhInNm7+GSdwfXj5ucKB4LLV7QQIXyuhedR8hCU13z92zT6z9VDXS/2YK3NE
m
0g3D1LZIme2FYA44MT3QwATudlo6oL/nybWTwC6Xiq5ujHhJIvZApyguAv35LABA
J
1w1b30vkGo90K3cUVjpEKYRUYhbVmYVUA3J/S/0Soy5M11xmLalK1RXPTLKkmPK1
W
XxnwT1lv8921vfxF+FiCj7A08eZJr8VvEETNPd20Z04UX7GBx46RIFehJFled4nqgk+4
1
iP3HUPWU+50hukwI5iTYMVVINe2QCH+1gRMsC83jkjdSgqolAb9FOSRK4RPAZTZJ
P
crm4kKOpsebddm7u3uEq51LHL8+EbOGtwVg15ule+Tv6OQUIKATH53N4tL24sM1
a
XvzYrz4/7U2vInRnDdo26umKgKOFfd2HgY8nwE2dkRQ3rIL6quk2SG/w+Q7fMPK
Z
yituKqg29b4cJGloYD8i4te/zTjhMj/bN4rzw5ASEoyi9z7x88arZRdjHPJEYyaK
/



XnxNgQsg8eVSzLHb8LM6N61PDOXKXJKORA3P8ZvnpUID/HFwWwwAT2+7GoVv3axu
/
OUHPLWelmW6il1Egrnlr5pKSI30Nnl1Hdg2ml+H/YdvSsnC/Nv1YA8x1naN66rbQv
h
aNKTidw8YLhe9MVKRTGIYiz2eeM1fdJY7Ik307C1B1SigxqaiHLAAHXEXCQEmMCV
K

8Sr8rvTJsjGy3143rpCzf52rRuY8jAySDAEpKtme6UX+

We have learnt that for SSL communications, the Wireshark capture shows
encrypted data, and we need the private key for the decryption of the
encrypted conversations.

We would now decrypt the communications between Client and Server on
Wireshark. Since this is a server hosted in the lab, we have access to the
server CLI where the Certificate and the key are stored. As an attacker, one
would need to brute-force the Infrastructure to get access to the private
key .

While setting up this Apache server, it was configured for the TLS protocol.
The following are the steps that are performed as part of the TLS handshake:

1. The initial handshake between Client and Server decides the TLS
version, which is communicated as part of Server Hello.

2. Cipher suites are being communicated.

3. Authentication of Server identity via server public key and SSL
certificate digital signature.

4. Pre-master secret is derived by the client and sent to the server to
compute master secrets .

What is a Pre-master key?

The client generates a 48-bit pre-master secret and shares it with the server.
The client encrypts the pre-master secret using the server’s public key
obtained from the server certificate. The server decrypts the message using
the server’s private key. The client and the server use the pre-master secret to
produce symmetric keys to secure further communication.

Once we go under Wireshark > Preferences > Protocols > TLS , we
click edit and put the Private key, which we have obtained from the Apache
server.



Transport Layer Security

RSA keys list Edit...

Figure 2.37: Option to Add the Private Key

@] O TLS Decrypt

IP address Port | Protocol Key File Password

+ o4 Al v | ES [Users/bhavsha2/.config/wireshark/ssl_keys

Help Copy from Cancel “

Figure 2.38: TLS Preferences for entering the Private Key
We click the ‘+’ icon and enter the details.

1. IP address : IP address of the Apache server, that is, 54.241.225.203
2. Port : 443

3. Protocol : TLS
4. Key File : Reference the private key file from the Apache server.

5. Password : Passphrase while generating the key request



O TLS Decrypt

IP address Port | Protocol  Key File Passy

54.241.225.203 443 tls JUsers/bhavsha2/Downloads/private.pem (&«

Figure 2.39: Entering the Private Key in the Wireshark

The next section is to store the debug file for all the TLS decryption
messages on Wireshark. This is optional, but it is a kind of logging for all the
decryption messages. It is always a best practice to have the logging
configured to trace back the Communication happening between the Client
and the Application.

TLS debug file

JUsersTN Downloads/ssl_ubuntu2 Browse...

Figure 2.40: Referencing the Debug File

The next section is important, where we reference the pre-master secret.
With TLS 1.3 this is mandatory to provide the debug file which consists of
Pre-master Secret which is generated randomly. Only referencing the Private
key from the Server would not result in successful Decryption and we would
also need Pre-Master Secret messages to successfully decrypt the
transactions between the User and the Server. This Pre-Master Secret would
always be generated when the traffic is initiated from the Client to the
Application which works on TLS.



(Pre)-Master-Secret log filename

[Users D ownloads/keylogfile.txt Browse...

Figure 2.41: Referencing the Key Log File which consists of Pre-shared Master Secret

Let us try to look at the keylog file contents.

CLIENT_RANDOM
5b9825568fc475fe021f15b8281279420eff5db6f97380986076229e1ea61178
a74d335f8b31e5f11a321e1b061d862580fb1c52713adbbb1335%9adcd7297fb44f243b1e
39acfd86926f72da556efd7c

CLIENT_RANDOM
1f6db99144b9b2¢c9810e625d7f3¢56f869a4278e5b2124f02871baf6420b78fc
03d61983e236a5b7a95b46f48fd7421542b8d308e5181fb68b5c85cechfe2d080479974
eS5eef201fda0951c1473fefd

CLIENT_HANDSHAKE_TRAFFIC_SECRET
73a113be0fde5b679ca078d6debd441a3¢c0f79de7b1d1353e4f6a636975efe3a3
bd5725bba54d20f777¢450230¢8b079af357f87c8c9aade1159¢1fbd23ef6939

SERVER_HAMDSHAKE_TRAFFIC_SECRET
73a113be0fdeSb679cal78d6deb441a3¢c0f79de7b1d1353e4f6a636975efe3al
bf189675e60cd79ea52ebde98462147047dd8997b0bc259192be655e75%ecche

Figure 2.42: Contents of Keylog File

This file gives the client and the server a random secret that has been
generated while the traffic was being initiated to the Apache server
54.241.225.203

How do we generate the Pre-Master Secret Log file?

The following is the reference link to generate the Pre-Master Secret Log
file:

https://wiki.wireshark.org/TLS



https://wiki.wireshark.org/TLS

We initiate the traffic to the Apache server 54.241.225.203 and log the file

by setting up the environment variable as mentioned in the preceding
link.

Let us try to look at the logs when the Pre-master secret log file is not
referenced.

This teaches us that the Pre-master secret is important in decrypting the
communication.

Once we have referenced the Pre-master secret key file along with the
private key in the RSA keys list, we will now check the traffic decryption to
the Apache server 54.241.225.203 on Wireshark.
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Figure 2.43: Traffic Decryption to the Apache Server 54.241.225.203

We can now see that there are no Application data messages that are
encrypted. We can see there is an HTTP GET request, which is decrypted.

On the bottom, we can see the Decrypted TLS messages header.



Pro Ly 3 ten T :l-"uu. Hiln-u inpinred 14488 RIS} 55 EAarhmis b, B4 8
Erswrnat 11, Wi Y o Bt e ol § b L S el
Beturnat Bewtainl Boraies b, B mmtnm.nmmm
Tresmadus s Gedral Frobmel, Ty Parts S804, A Pt SED, G DREF, Bok B4LF, Lesi @84
Argmgurt Loyes Sevesity
Tibe bl b S Ligarl dggliianass Bets Pretaals mparisst Prssder Pestaal
Twepen Tepw) dpalidefbmn Buta 4200
LA TR ] T
Ryt AW
b Fogers Agwlicniies Bwi LERI]

LR N RT N Fofl Geon TRLEFIET & et e I s

gt | B Pl L o e b Db L L e L i L e B el L P
e L L oIt = W VoV

gt Rl ingi g id. deFlate. B AR

= e

Tad-47s s

[T ———]

S i ih-inad s P
Fraaritgs e, Lura

L
IFabl remetnn wid surasadtoi Bek, 30 bl
TR et WK]
Repted L8 From aai]

Pemsl repemt b frese) @3]

ERECRECROGECRCRCSIEIMIMMNIMEMMMIIGE

Figure 2.44: Decrypted TLS Messages Header

If we look at the packet no 493 , we can see the request was being made to

/img/wireshark.png

Froms 4000 N300 Bplie o8 wire {0Bae
Eibsperngt LI, Bre1 Jwobi Dol 00 Lme Lis Ao NP 483, Budn e Mo hecke |1 B Do Pl dacbe |
Bstireary Fruteonl wernies 4, Genn D000 B Buni M bak XL e
Wrmadnuiem Cosirnd Proteonl, Sro Pertn 4560, But Perts Si), Segn TR0, Aoao BB, Lesi 532
Trmiigart Liged Saius i1y
Tulel. ¥ Sponrd Lagav s dgglacet e
Sppen Ty dpi Y b Bte VTN
il MR LD RN
Rghhy 12
[famtont Pppri ApHLidanii Bute 113:)

retacall mpperiat Tress Fer Pratacal

Uogrypied SppLicnt s Bat Lle. o [
[y ——— [E— 1.-.«1-..- [r—

L LI S LT Pt

e et | Mad il a8 (e petenn) fernal e @ 0 BB, A Py LB GernasPEPRGEY FeePard i, s

dcongt ] Bmut min L ape b enses f aleand, s at bens el 8, a0 gl s

P T e A R T

icoagt-lnouiings grip, Sdlabe, Br, AR

Ll

oL Bure

Cpmmpg 4 jamy Rmmpo sl jswirin

wferer wrgas /R JeEL T M e

g nie fmar ore Swpeariy ) e

Ll T

et

DFuhh swiil WL S L L O b L e ]

[ -

[Pree dwperi) 3 Tiemm a0

e S TR T H)

Figure 2.45: GET Request being made to the Apache Server
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The following is the 200 0K response from the server, where the Wireshark

image is visible:
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Figure 2.46: HTTP 200 OK from Apache Server
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Figure 2.47: Apache Server UI showing Wireshark Image

We can export the same PNG file from Wireshark by going under File >

Export Objects > Http

2
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Figure 2.48: Option in Wireshark to export the PNG File

oo e Wireshark - Export - HTTP object list ]
|
Text Filter: Content Type:  All Content-Types
Packet = Hostname Content Type Size Filename |
356 detectportal.firefox.com text/plain 8 bytes success.xt?ipvd
444 54.241.225.203 text/htmi 10 kB /
456 54.241.226.203 image/png 3322 bytes ubuntu-logo.png
460 54.241.225.203 textfhtml 277 bytes  favicon.ico

54.241.225.203 image/png 4720 bytes wireshark.png

Help Proview Save All Close Save

Figure 2.49: Different Objects which can be exported as part of HTTP Request

It shows all the objects of different file types that are exchanged over HTTP.
We can either save each object individually or save all objects. We can also
preview the objects and view the image.
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Figure 2.50: Using Preview Option in Wireshark

Applying remote capture using Wireshark: The captures that we took till
now were on the client machine from where the traffic was initiated. This
can be verified by looking at the source of the traffic from which TcP SYN
was initiated as follows:
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Figure 2.51: Remote Capture Using Wireshark

Wireshark has added another utility where we can take remote server
captures. In this case, we would take captures on the Apache server where

we have hosted our Web page.
Click @ and select 'SSH remote capture:sshdump'



Wireshark - Capture Options

Input Ouiput  Options

Interiace Traific Lini-layer Header

Ethernet Adapber [end): end Etherret

Ethernet Adapber [enS): enS Ethernet

Ethernet Adapter [en): enb Ethernet

Thunderboit 1: enl Ethermet

Thunderbolt 2: en2 Ethernet

Thunderbolt 3: en3 Ethermet

Thunderboit Bridge: brdged Ethermet

pitagd Raw 1P

gild BSD nopback

std BSD lopback

Cisco remote capture: ciscodump Remaote capture dependent DLT
Randorm packet generator randpkt e — Generator dependent DLT

@ Wi-Fi romate captune: wifidump

®
t} S5H remate captune: sihdump

Rermate capture dependent DLT

& Enabile promiscuous moda on all interfaces

Capture Titer for selected interiaces:

Promisor Snaplen (B) Buffer (MB) Mo
default 2
default 2
@ detan 2
default 2
default 2
default 2
default 2
default 2
a default 2
default 2

Rermate caplure dependent DLT —

UOP Listener remate capture: udpdump Exported PDUs

L1

Figure 2.52: Option to take Remote Capture

Enter the remote server address as 54.241.225.203 .



Server  Authentication Capture Debug
Remote SSH server address 54.241.225.203 ¢

Remote SSH server port 22 C

v Save parameter(s) on capture start

Help Restore Defaults Close Save

Figure 2.53: Wireshark Window where Remote SSH Server IP can be entered

Under Authentication , enter the username as ubuntu and reference the
private key. This private key is not the SSL private key, but the SSH private
key to log in to the server.



@] @ Wireshark - Interface Options: SSH remote capture: sshdump

Server CTGEG LT Capture Debug

Remote SSH server username  ubunty <

Remote SSH server password <

Path to SSH private key >wnloadsfubuntu.pem .. Clear

SSH key passphrase C

ProxyCommand G
Support SHA-1 keys (deprecated) <

Save parameter(s) on capture start

Help Restore Defaults Close m

Figure 2.54: Providing the Authentication Parameters for the Remote Server

Under capture options, make sure to enable the capture privilege on
the remote machine as sudo .



® @ Wireshark - Interface Options: SSH remote capture: sshdump

Server  Authentication Debug

Remote interface | <
dumpcap

Remote capture command selection © tcpdump <
Other:

Remote capture command <
none

Gain capture privilege on the remote machine © sudo <
doas

Privileged user name for sudo or doas <
No promiscuous mode <

Remote capture filter r host fe80::1) and port 22) C

Packets to capture 0 &

Save parameter(s) on capture start
Help Restore Defaults Close

Figure 2.55: Capture Options on the Remote Server

Under the pebug section, we can reference the file for logging .



@] O Wireshark - Interface Options: SSH remote capture: sshdump

Server  Authentication  Capture

Set the log level Message ¢

Use a file for logging™#e®Downloads/remotecapture Clear

Save parameter(s) on capture start

Help Restore Defaults cose D

Figure 2.56: Enable Logging

Once all the settings are saved for Remote capture, we can click Start , as

shown in Figure 2.56 .
@ S5H remote caplure: sshdump DI Remote capiure dependent DLT — = = —

@& UDP Listener remote capture; udpdump Exported PDUS
@ Wi-Fi remate caplure: wifidump Remote capiure dependent DLT

+ Enable promiscucus mode on all interfaces kanage Interfaces...
Caplure filter for selected interfaces: | ||| - Compile BPFs
Help Close Start

Figure 2.57: Starting the Capture on Remote Server



Looking at the captures, we can see the source IP is 122.171.17.250 and
the destination IP is 192.0.10.13 .

1 A EFE 17560, A FE. i B L W ] il (b AR W HE - ) el SissddA Lossd |

------------

RS PR E X " ELS E 3 Al Ls o LS 15T, MK Sl A
] [T RPN (LI RN L 23 I Lo i) o 11l AF 133 - EF [AOn] desgedt Acus b3 WissdE

Figure 2.58: Remote capture successfully started with source ip of the machine from where the
capture was started and the remote is Apache Server ip address

The IP address 122.171.17.250 is the wifi public IP address, as seen in
whatsmyipaddress.com

My IP Address is:

IPv4: ? 122.171.17.250

IPv6: 7 Not detected

Figure 2.59: Public IP of the Machine from where the Remote Capture was started

The destination IP is of the Apache server, as verified in the following:

root@ip-192-0-10-13:/home/ubuntu# ifconfig

enX0: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 9001
inet 192.0.10.13 netmask 255.255.255.0 broadcast
192.0.10.255
inet6 fe80::8c:9dff:fe0@8:f225 prefixlen 64 scopeid
Ox20<link>
ether 02:8c:9d:08:f2:25 txqueuelen 1000 (Ethernet)
RX packets 24096 bytes 8364781 (8.3 MB)
RX errors © dropped © overruns 0 frame 0O
TX packets 16094 bytes 1923614 (1.9 MB)
TX errors © dropped O overruns @ carrier 0 collisions 0

The remote capture, which we took, is similar to taking tcpdump on the
Apache server locally.

Figure 2.60: TCPdump on the Remote Server



Conclusion

We looked at how the Internet traffic works at home and what the different
stages of the packet flow are from an OSI layer perspective. We then set up a
private Web Server Apache on which we visualized SSL Decryption and
Encryption. We also learnt how to enable remote server captures on
Wireshark. The next chapter is about SSL and Certificate Chaining. We also
learnt that with TLS 1.3 that we need Random Secret generated in real time
for decrypting the communication between the Client and the Server. This
also helps in safeguarding the Communication between the Client and the
Server if the Private key is leaked. If the attacker is able to acquire the
Private key the Pre-Shared Master Secret is still required which means the
attacker needs to get access to the client machine because the Pre-shared
Master Secret would be different for different requests initiated from the
Client Machine.
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C HAPTER 3
SSL. and Certificate Chaining

Introduction

This chapter highlights the evolution of the traffic handshake between the
client and server from HTTP to HTTPS. This chapter talks about how the
encrypted transaction is achieved between the client and the server. The
essential components of the SSL. and how the trust is established between
the client and the server, and most importantly, how it becomes difficult for
an attacker to sniff the communication between the client and the server.

Structure

In this chapter, we will cover the following topics:

e Introducing HTTP Transaction

e Functioning of SSL

» Dissecting an SSL Conversation in Wireshark
e Analyzing SSL Certificate

Introducing HT'TP Transaction

With the Internet penetration increasing, malware attacks are also rising, it
becomes important to have the traffic handshake between the client and the
server encrypted. Following is a Wireshark snippet for the application
traffic, which works on port 80 (http):

As seen, the traffic is not encrypted, and all the transactions are visible
between the client and server.

0 A e tes SLERLTLS e B i i

Figure 3.1: Sample application on port 80



The modern browsers do alert for the application access which works on
HTTP by labeling " Not secure ". Let us deep dive into the Wireshark
snippet, which was taken while the client was accessing the application.
The Wireshark capture was taken on the client machine while the
application was being accessed.
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Figure 3.2: Wireshark Trace showing all the Packets for HTTP

The above traffic shows all the HTTP transactions happening between the
client and the server 54.176.11.17 . We have a filter in Wireshark named
"http" . Let us analyze the packets and determine what information can be
determined. Since each HTTP request has GET and POST methods, where
a GET request means the user is trying to fetch something from the
application server, and POST, where the client is trying to push some
request to the application server.

As seen in packet 268 , the client machine initiated a GET request with the
URI/DVWA.
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Figure 3.5: POST Request to the Website

65 3a 20 73 65 63 75 72 69 74 79 3d 6¢c 6T 77 3b e: secur ity=low;
20 50 48 50 53 45 53 53 49 44 3d 7@ 75 32 68 32 PHPSESS ID=puZh2
62 30 32 76 64 73 37 39 61 6b 73 71 68 71 6C 36 b@2vds79 aksghqlé
72 32 37 32 63 0d @a @d ©@a 75 73 65 72 6e 61 bd r272c: - usernam
65 3d 61 64 6d 69 6e 26 7@ 61 73 73 77 6f 72 64 e=admin& password
3d 7@ 61 73 73 77 6f 72 64 26 4c 6T 67 69 6e 3d =passwor d&Login=
d4c 6T 67 69 6e 26 75 73 65 72 5T 74 6T 6b 65 6Ge Login&us er_token
3d 34 34 66 34 36 30 63 36 30 38 33 37 65 65 66 =44T460c 6083T7eef
61 66 34 35 38 33 39 63 63 33 62 39 64 66 39 30 af45839¢c c3b9df9@
62 b

Figure 3.6: Wireshark Trace which shows the User entering Details on the Website

As seen in Figure 3.6 snippet, the username and password are visible,
which the user entered, which is username= admin and password as
password . This is confidential information that is beneficial for untrusted
actors to log in to the application server. This is one of the reasons why all
the applications now have security enabled with https port 443. As seen in
the packet capture, all the information is available in plaintext, and
confidential information can be traced.

If we look carefully at other packets, we can also determine that a PNG and
a JPEG image were being uploaded. Looking at packet no 1689 , we can
see the PNG file was being uploaded. We can extract the entire PNG file by
selecting the PNG header, as shown in Figure 3.7 .
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Figure 3.7: Extracting the PNG File from the Wireshark Trace

We can also see the name of the file, as shown in Figure 3.8 .
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Figure 3.8: Looking at the File Name in the Wireshark Trace

By looking at the Conversation for Websites working on port 80 which was
clear text it highlights if someone Sniffing the traffic can always understand
the contents of the transaction happening between the User and the
Application. This highlights the importance of having an encrypted channel
between the User and the Application in the form of Secure channel called
Secure Socket Layer (SSL).

Functioning of SSI.

SSL encrypts the data that is transmitted over the web. As we saw, the data
transferred over HTTP is plaintext; even if someone is able to sniff the
communication, it would be difficult to intercept, as the communication is
encrypted.

SSL also initiates an authentication process called handshake between two
devices (client and server) to ensure both devices are really who they claim
to be.



ServerHello
Certificate
. ServerHello done
Client key exchange "
Change cipherspec Change
finished cipherspec
. finished

Figure 3.9: SSL Handshake Flow

As seen in Figure 3.9 handshake process, the important element in the
entire transaction is the Certificate. As we have our identities (PAN or
Aadhaar), which are issued by the Government of India to different
Citizens, similarly, there is a list of third-party Certificate authorities that
issue Certificates to different applications, which are hosted on the Internet.
Following is the link for trusted Certificate  Authorities
https://developer.visa.com/pages/trusted certifying_authorities .

A Certificate authority can validate the digital entity on your behalf, and the
same Certificate authority can also issue cryptographic keys. These
cryptographic keys help in encrypting the transaction between the Client
and Server so that no third party can view the transaction.

SSL is a communication protocol that creates secure communication
between the client and the server. SSL was introduced in 1995, and it had a
few vulnerabilities that were being mitigated by TLS. A few of the
vulnerabilities in SSL were the popular Heartbleed vulnerability.

What was the vulnerability?

The Heartbleed bug was a critical vulnerability(CVE-2014-0160) found in
the OpenSSL library. For a secure connection that uses TLS, it sends a
heartbeat message to determine if the peer (connection) is alive or not. The
heartbeat message works like an echo command. If a text is being entered


https://developer.visa.com/pages/trusted_certifying_authorities

as part of the echo command, it outputs the same text. For example, echo “
Wireshark ” would give the output of Wireshark.

Valid Heartbeat request and response

PRI Mot Server
Memory

Length: 10 B

Hellothere

Figure 3.10: Typical Flow of a SSL Handshake

The following figure shows how the Heartbleed attack is being executed.
As can be seen, the message buffer is increased to a maximum limit of 64B.

Exploiting Heartbleed

¥
@
[«
e I
Attacker S

&

Hellothere passwords, logins, certificate keys, private keys, up
to 64 KB of sensitive data.

Figure 3.11: Exploiting the SSL Flow

Let us look at the capture , which shows the TLS handshake that we
discussed.
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Figure 3.12: Wireshark Trace showing the TLS 1.0 Version of SSL

As seen in Figure 3.12 , the capture shows the TLS version, which is 1.0
Let us look at other parameters from the Client Hello .
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Figure 3.13: Viewing the Client Hello Parameters

In Figure 3.13 , Wireshark shows the list of ciphers supported by the Client.
Next is the Server name identification field. This field shows the hostname
requested by the client. This is the domain name that the client requests,



that is, the site which the client enters in the browser, for example,
google.com or facebook.com. Here in the capture, the hostname is
bawmashbij , which is a test server.
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Figure 3.14: Verifying the Server Name as part of the Client Hello

Now, let us check on how the data is encrypted. If we remember the
captures that we analyzed for HTTP, we can see that the data was in plain
text. Let us now look at how SSL/TLS helps in encrypting the data.
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Figure 3.15: Looking at the Data Portion of the Website being accessed by the User



As seen in Figure 3.15 , the application data is encrypted and is not
available in plaintext. Now, let us understand how the data gets encrypted.

Encryption

Encryption means hiding the original message. When we enter the
credentials while we log in to any system, for example, it can be our
machine, or when we log in to our email accounts, the password entered on
screen is not visible. Similarly, in order to transfer the messages between
client and server in an encrypted way, SSL/TLS is used.

e Public Key: The public key is given by the application server, and this
gets derived from the certificate that the application server is using.
This certificate is issued by Certificate Authorities. Taking the analogy
of the password, imagine the password gets shared from the client to
the server. The password gets encrypted by this public key.

e Private key: In order to decrypt the password that is shared by the
client, it can only be done with the private key. The application server
only has the private key. Thus, even if there is a main-in-middle to
sniff the messages between the client and the server, it would not be
able to read the message, as it would not have the private key. As a
result, the application servers are always behind a Web Application
firewall to protect themselves against DDOS attacks from attackers.

e Authentication: The certificate, which is issued by the Certificate
Authority, gets verified by browsers like Chrome or Firefox to validate
that it is the web server that it claims to be. The way they verify is by
matching the certificate ID with the issuer of the certificate.

e Digital Signature: A digital signature is the issuing authority’s
number. Whenever the certificate is provided to the application server
by the Certificate Authority, it provides a unique number. The
application server generates a new unique number, which the Browser
verifies with the Certificate Authority to verify that the certificate has
not been changed in the path.

All these components are part of the RSA( Rivest- Shamir - Adleman)
algorithm. The traffic would be encrypted and in the form of Public and
Private Keys.



In order to mitigate Public and Private Key pair Vulnerability seen in RSA,
TLS was introduced, which has evolved from TLS1.0, TLS1.1, TLS1.2, and
currently, TLS1.3.

Let us look at the flow of TLS1.2 and TLS1.3.

TI1.S1.2

Step 1 - Client Hello

The handshake starts with the Client Hello message from the client browser.
The message includes

a. TLS version
b. 28-byte random number( Client Random)
C. List of Cipher Suites

Step 2 - Server Hello

After receiving client Hello , the server starts preparing Server Hello

. It checks if the TLS version is a valid one.
. It saves the client Random and puts it aside.
. It generates another 28-byte random number (Server Random)

O n O o

. It picks a preferred cipher suite from the list. TLS recommends using

ECDHE(Ephemeral Elliptic-curve Diffie-Hellman) as the key
exchange  algorithm. The  suggested Cipher  Suite is
TLS_ECDHE_RSA _WITH_AES 256_GCM_SHA384

e. It adds a server Certificate to prove its identity.

f. With ECDHE, it puts the key exchange algorithm parameters to
message

g. A signature encrypted with the Server’s Private key is attached for
additional identity verification.
The Key Exchange Algorithm (ECDHE) parameters are as follows:

e Curve Type
e Named Curve
e Public Key



e Signature algorithm
e Signature

Client Hello

+ TLS Version

= Client random
= Cipher suites

Browser

Server Hello:

-

-

TLS Version
Server Random
Selected Cipher
Suite

Server Certificate

Server

Figure 3.16: Parameters as part of Client and Server Hello

Step 3 - Client Key exchange and generating the Pre-master Secret

This step is all about the browser, where it performs following actions:

o [t verifies the server identity with the server Certificate.

[t also verifies the signature in the key exchange algorithm parameters.

e The Browser creates a public key and adds it to the key exchange

parameters.



Certificate
Client Key Exchange

n +  Key axchange(ECDHE) params
Pubilic Key
Public Kay
Pre-Master

Pre-Master {-\

/ . Master Secret
Master Secret

Browser Server

Figure 3.17: TLS Handshale Flow

The steps can be summarized as follows:

1. Server (Key Exchange Params)(Step 2) + Client (Key Exchange
Params)(Step 3) = Pre-Master

2. Client Random(Step 1) + Server Random (Step 2) + Pre-Master =
Master Secret

The Master Secret is not the session key for communication. Both Client
and Server will use a Psuredo-random function to generate more keys based
on the master secret, such as Client and Server Session keys.

Let us try to understand how TLS 1.3 works.

TLS 1.3 came out in 2018. It is also compatible with TLS 1.2. The list of
Cipher suites supported in TLS 1.3 has been reduced from 37 in TLS1.2 to
5. The list of ciphers supported in TLS 1.3:

TLS_AES_128_ GCM_SHA256
TLS_AES_256_GCM_SHA384
TLS_CHACHA20_POLY1305_SHA256
TLS_AES_128_CCM_SHA256

TLS_AES_128_CCM_8_SHA256



Since the Cipher Suites have been reduced to a single client Hello and
Server Hello packet, all the extensions can be sent in one message.

The following is an example of client Hello for TLS 1.3:

Handshake Protocol: Client Hello
Version: TLS 1.2 (0x0303)
Random:
dee068b9b0ata451949f02b55683dfcceecf95d49chd4e9e273f8f3T453462ea
Cipher Suites (27 suites)
Cipher Suite: TLS_AES_128_GCM_SHA256 (0x1301)
Cipher Suite: TLS_AES_256_GCM_SHA384 (0Gx1302)
Cipher Suite: TLS_CHACHA20_POLY1305_SHA256 (0x1303)

Extension: supported_groups (len=12)
Supported Groups (5 groups)
Supported Group: x25519 (@x88ld)
Supported Group: secp256rl (0xB8017)
Supported Group: secp384rl (OxB0018)
Supported Group: secp521rl (0x8819)
Extension: key_share (len=107)
Key Share extension
Client Key Share Length: 41
Key Share Entry: Group: x25519, Key Exchange length: 32

Extension: supported_versions (len=11)
Supported Versions length: 10
Supported Version: TLS 1.3 (0x0304)
Supported Version: TLS 1.2 (0x8303)
Supported Version: TLS 1.1 (0x83082)
Supported Version: TLS 1.0 (8x8301)

Figure 3.18: Client Hello Example of TLS 1.3

e Supported_groups is for supported named curves, such as P-256 and
X25519 . X25519 is a high-performance curve

e Key_share is for client public key params

The following is an example of Server Hello :



Handshake Protocol: Serwver Hello

Version: TLS 1.2 (@x0303)

Random:
b0a37492143def6d4959205dfe6Td620d93baaTha89el1593e8cb60d6497537Td4

Cipher Suite: TLS_AES_128_GCM_SHA256 (©x1301)

Extension: supported_versions (len=2)
Supported Version: TLS 1.3 (8x0304)
Extension: key_share (len=36)
Key Share extension
Key Share Entry: Group: x25519, Key Exchange length: 32
Group: x25519 (29)
Key Exchange:
185aaf79clf424cdc9352T723a4deaTdb65568a229c891d3fd8aTo0das883bdl5e

Figure 3.19: Server Hello Example of TLS 1.3

In the supported version Server confirms using TLS1.3.

Key Share has selected named curve and key exchange parameters.

e Client Key share + Server Key Share = Pre-Master
e (Client random + Server random + Pre-Master = Master Secret

One of the differences in Server Hello in TLS 1.3 is that it is encrypted.

While receiving the client Hello , the Server has all the required
parameters for generating the master secret, including :

Client Key Share
Server Key Share
Client Random

Server Random

The Server generates the master secret, encrypts the Server Hello , and
finally sends it to the client.

Let us look at how to view the certificate for google.com .


http://google.com/
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Figure 3.20: Verifying the Certificate of Google.com

Open the lock icon, which means that the site supports HTTPS. Then click
the Connection is secure arrow as shown in Figure 3.21 .
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Figure 3.21: Browser shows Connection is Secure

Then click certificate is valid .
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Figure 3.22: Validating the Certificate of Google.com

Now one can see the Certificate details such as the Issuer and the expiry of
the certificate. As can be seen, the public key of the certificate is also
available. The certificate was issued by Google Trust Services.


http://google.com/
http://google.com/

Certificate Viewer: www.google.com

General Details

Issued To

Common Name (CN)
Organisation (Q)
Organisational Unit (OU)

Issued By

Common Mame (CN)
Organisation (O)
Organisational Unit (OU)

Validity Period

www.google.com
<Mot part of certificate>
<Mot part of certificate>

GTSCA1C3
Google Trust Services LLC
<Mot part of certificate>

Issued On Tuesday, 9 January 2024 at 12:01:40
| Expires On Tuesday, 2 April 2024 at 12:01:39
SHA-256
Fingerprints
Certificate 7bcdc514f9987c54ef815373b300fa83d3170a929182a4872bd1c
BcchbBcfef7f
Public key de8ddaaleca’71a5584b9ch79a4bd14d6e114ddd6e197494 3bf7
705018015fd3

Figure 3.23: Verifying Certificate of Google.com

One can also download the certificate by clicking export on the Chrome
browser, as seen in Figure 3.24 .


http://google.com/

Where: [ Downloads =

Format: Base64-encoded ASCI|, single certificate

Figure 3.24: Exporting the Certificate

Conclusion




We understood the disadvantage of the plaintext traffic between the client
and server. We visualized the plaintext traffic of HTTP in Wireshark and
how the application data can be seen by any attacker who is between the
Client and Server. We then understood the SSL protocol and how TLS was
being developed due to vulnerabilities in SSL. The next chapter explores
how the Enterprise network is evolving.
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C HAPTER 4

Evolving Network Architecture

Introduction

This chapter will focus on how the Enterprise network is evolving and the
different Security controls that are in place. We will take captures on
different Network endpoints in the Enterprise Network and see how the
traffic is getting routed and Secured. We will also take a look at the
Network Architecture of Secure Service Edge and how the traffic flow is
routed from the endpoint through an agent.

Structure

In this chapter, we will discuss the following topics:

e Typical Enterprise Network
e Zero Trust Architecture

Typical Enterprise Network

In the previous chapters, we looked at how the Internet traffic was routed
from the home machine through the home Wi-Fi provider.

® @ 0 9

Usar Distribution Switch Firgwall Intarnet

Figure 4.1: Typical Enterprise Network Diagram

A typical Enterprise Network consists of a Distribution switch where most
of the endpoints get connected. Different VLANs are created on the
Distribution switch as different LAN Segments are created to isolate the
traffic and also enforce security controls depending on the LAN segments.
All the Internet traffic has a default route from the Switch towards the



Firewall. The Firewall then applies appropriate URL filtering, Layer 7
Inspection, and also restricts traffic to specific websites. We would verify
and visualize this on Wireshark.

Let us look at the Lab which we have set up on AWS. The Windows server
setup has 2 NICs, one NIC is used for Management, while the other NIC is
used for data traffic.

B Administrstor Comenand Prompt - o »

Figure 4.2: IP Address of the Windows Server

The first NIC is used to RDP into the Windows server machine, while the

second NIC is used to initiate data traffic. The Windows server machine IP
address is 172.16.20.116, while the gateway is the VPC Switch of AWS.

Let us log in to the Secure firewall (Cisco Next-gen Firewall), and
following is the CLI, which shows different interfaces that are configured:

Interface Name Security
Management0/0 management 0]
TenGigabitEthernet0/0 inside 0
TenGigabitEthernet0/1 outside 0

firepower# show int ip br

firepower# show int ip brief

Interface IP-Address OK? Method
Status Protocol



Internal-Controle/0

unset up
Internal-Controle/1
unset up

Internal-Data®/0
unset down
Internal-Data®/0

unset up
Internal-Data0/1
unset up
Internal-Data0/2
unset up
Management0/0

unset up
TenGigabitEthernet0/0
up

TenGigabitEthernet0/1
up

127.0.1.1

up
unassigned

up
unassigned

up
unassigned

up
169.254.1.1

up
unassigned

up
203.0.113.130

up
172.16.20.221

192.0.30.157

YES

YES

YES

YES

YES

YES

YES

YES CONFIG

YES DHCP

The inside interface is Te0/0, and the outside interface is Te0/1.

In order to manage the Windows server from outside, the following routing
has been configured, where to manage the Windows server from the
Internet, the public IP is specified to point to the Internet gateway, while the
rest of the traffic should be routed through the firewall.
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Figure 4.3: Routing Configuration on AWS Infra

Here, 122.171.23.156

is the public IP, while the NIC ID eni-

08316df9632f6a260 is the Inside interface of the Secure Firewall.



Network interface ID
|E| eni-08316df9632f6a260

Network interface status

® In-use

VPCID
vpc-Oc6ec24bae8428eb0 [

Owner
[0 893813948482

Source/dest. check
False

v |P addresses

Private IPv4 address
IO 172.16.20.221

Figure 4.4: Viewing NIC Information in AWS Infra

We initiated some Web Traffic from the Windows server machine, and let
us take some network traces on the Firewall (Secure Firewall of Cisco) for
the traffic initiated from the Windows Server. The network trace is taken
using the following command:

cap capli interface inside match ip any any

capli - 1is the capture name

Interface inside - mentions the network trace is taken on
inside interface

ip any any - Filter to capture all traffic

firepower# show cap capi packet-number 1 detail

1052 packets captured



1: 04:37:46.968806 0264.1f2d.46f9 02a6.ad70.9fel Ox0800
Length: 66
172.16.20.193.50102 > 184.28.149.157.443: SWE [tcp sum ok]
1132452420:1132452420(0) win 62727 <mss 8961, nop,wscale
8, nop, nop, sackOK> (DF) [tos Ox2,ECT] (ttl 128, id 13448)
1 packet shown

As can be seen in the packet, it is the initial SYN packet that has been sent.
Let us try to trace the source and destination MAC. The source MAC is
0264.1f2d.46f9 , and the destination MAC is 02a6.ad70.9fe1 . If we
look at the MAC of the Windows machine, it shows a value of
0255.504a.025f
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Figure 4.5: NIC Details of the Windows Server Machine in AWS

If the traffic is initiated from the machine, the source MAC should be of the
machine, right? The trace is being taken on the Firewall, which is receiving
the traffic from the Windows machine.

172.16.20.1

Windows machine AWS VPC Switch Firewall

Figure 4.6: Looking at how the Windows Machine is connected to Firewall

The source MAC 0264.1f2d.46f9 is of the AWS VPC Switch. We can also
verify by checking the ARP entries on the firewall as follows:

firepower# show arp



inside 172.16.20.1 0264.1f2d.46f9 41
inside 172.16.20.193 0255.504a.025f 6967
outside 192.0.30.1 0294.cf10.5343 41

The destination MAC 02a6.ad70.9fe1 is of the Firewall Inside interface,
which can be verified as follows:

firepower# show interface tenGigabitEthernet 0/0 detail
Interface TenGigabitEthernet®/0 "inside'", is up, line protocol
is up
Hardware is net_ena, BW 10000 Mbps, DLY 10 usec
Auto-Duplex(Full-duplex), Auto-Speed(10000 Mbps)
Input flow control is unsupported, output flow control is
unsupported

MAC address 02a6.ad70.9fel , MTU 1500
IP address 172.16.20.221, subnet mask 255.255.255.0

Looking at packet number 2 , we see SYN ACK being sent from the

application. In this case, google.com was browsed from the Windows
machine.

firepower# show cap capi packet-number 2 det

1052 packets captured
2: 04:37:46.970576 02a6.ad70.9fel 0255.504a.025f Ox0800
Length: 66
184.28.149.157.443 > 172.16.20.193.50102: S [tcp sum ok]
750253391:750253391(0) ack 1132452421 win 64240 <mss
1380, nop, nop, sackOK, nop,wscale 7> (DF) (ttl 56, id 0)
1 packet shown

As can be seen, the source IP is 184.28.149.157 , which is google.com IP,
and the source MAC is of the Inside interface of the firewall, while the
destination MAC is of the actual Windows machine from where the request
was initiated.

Finally, the Ack packet is received from the Windows machine as follows:
firepower# show cap capi packet-number 3 detail

1052 packets captured

3: 04:37:46.970774 0264.1f2d.46f9 02a6.ad70.9fel 0x0800
Length: 54


http://google.com/
http://google.com/

172.16.20.193.50102 > 184.28.149.157.443: . [tcp sum ok]
1132452421:1132452421(0) ack 750253392 win 1024 (DF) (ttl
128, id 13449)

The following is the Logging from the Firewall, which confirms the traffic
is being received from the Windows machine:
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Figure 4.7: Viewing Logs on the Firewall

Following is the rule that has been configured. The source zone is the Inside
interface, while the outside zone is the Outside interface. Currently,
everything is being allowed on the Firewall.

Ideally Firewall would not allow all the traffic and would have restrictions
on the kind of applications and different URLs that can be allowed. For the
Firewall to perform these deep Inspections, it should perform SSL
decryption, as all the traffic would be initiated on port 443 . The following
is the rule that has been created to decrypt all traffic on the Firewall:
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Figure 4.8: SSL Decrypt Rule on Firewall

The Cert name is FTD_cert , which was generated on the Firewall using the
following parameters:



Edit Internal Certificate Authority ®

Name: [ FTD_Cery ]

v Subject:
Common Mame: FTD
Organization: Cisco
Organization Unit: FTD
v Issuer:
Common Name: FTD
Organization: Cisco
Organization Unit: FTD
“ Not Valid Before:
May 22 05:46:00 2025 GMT
~ Mot Valid After:
May 20 05:46:00 2035 GMT

|~ Serial Number:

oot (D

Figure 4.9: Details of the cert used in Firewall for Decryption

Let us verify if the Certificate is getting applied. We initiated traffic to
ibnlive.com , and we can see that the Certificate that we created is getting
applied.
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Figure 4.10: Viewing the Certificate on the Chrome Browser when the Trdffic is initiated to
ibnlive.com

Note: The reason it shows Not Secure is because the Certificate generated
on the firewall is not imported into the Trusted store of the Machine. All Self
Signed Certificates should be imported to the Trusted Certificate Store.

Let us configure a policy to block google.com . As seen in Figure 4.11 , we
have configured a rule to block Google.com by configuring a category-
based rule. Google.com comes in the Search engines category, and it is
referenced in the rule. For Next-Gen Firewall, we have Categories defined
for different URLs, and this can also be found at the Cisco link
https://talosintelligence.com/reputation center/lookup?search=google.com
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Figure 4.11: Creating Rule in Firewall to block google.com

If we take the capture on the Firewall, we can see an RST packet (packet
number 163 ) being sent from the Firewall, as the rule is configured to
block the request to google.com .
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Figure 4.12: Looking at the Wireshark Trace when google.com was browsed

If we see the source MAC, it is of the AWS Internal Switch
0294.cf10.5343 of the outside interface. Since the Firewall is inspecting
the traffic between the Client and Server, it would send the Reset packet
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back to the client. The Reset packet is an indication that the rule is
configured to block the request to Google.com .

firepower# show arp
inside 172.16.20.1 0264.1f2d.46f9 26
inside 172.16.20.193 0255.504a.025f 6921
outside 192.0.30.1 0294.cf10.5343 26

The destination MAC is of the outside interface of the Firewall, as follows:

firepower# show interface te0/1
Interface TenGigabitEthernet0/1 "outside", is up, line
protocol is up
Hardware is net_ena, BW 10000 Mbps, DLY 10 usec
Auto-Duplex(Full-duplex), Auto-Speed(10000 Mbps)
Input flow control is unsupported, output flow control 1is
unsupported
MAC address 02ea.d2db.12bl , MTU 1500
IP address 192.0.30.157, subnet mask 255.255.255.0

The Reset packet is then sent to the User machine, as we see in packet no
163 . As seen in Figure 4.13 , the Source MAC is 0264.1f2d.46f9 , which
is the AWS internal Switch MAC for the Inside Interface, and the
destination MAC is that of the Inside interface of the Firewall. The packet
no 163 is Ack of the Reset packet, which is being initiated by the Firewall,
as seen in packet no 162 .
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Figure 4.13: Reset Packet initiated by the Firewall

Let us analyze the capture that we have taken on the end machine and the
Firewall. If we remember from the previous chapters, we configured the
SSLKEYLOGFILE environment variable for tracking the session keys for
decrypting the TLS traffic. Next-Gen firewalls have the inherent capability
of decrypting the traffic as they have a dedicated module for encrypting and
decrypting the traffic.

As seen in Figure 4.14 , ftd-test-snorti.pcap is taken on the Firewall
and traffic.pcap is taken on the end machine at the same time:
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Figure 4.14: Looking at the Capture taken on the Firewall
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Figure 4.15: Looking at the Capture taken on the Windows Server

In both captures, we have filtered by the IP address of

news18.com . The

capture was taken when the traffic was initiated to this domain. How did we
know the IP address of newsl8.com ? We used the filter of

tls.handshake.extension. type==

which has SNI information.

, which looks for all the packets
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Let us look at the client Hello packet, which is initiated from the user
machine, and compare it with the capture taken on the Firewall.
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Figure 4.17: Client Hello Packet as seen on Firewall Capture

As can be seen, the source MAC on the capture taken on the user machine
is of the user machine, while on the Firewall capture, it is of the AWS
Internal Switch, which is forwarding the traffic to the Inside interface of the
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Firewall. Similarly, the destination MAC on the user machine capture is of
the AWS Internal Switch, while on the Firewall capture, it is of the Inside
interface of the Firewall. If we look at the capture taken on the Firewall, we
see the actual Certificate shared by the new18.com. This is because the
capture taken on the Firewall is decrypted, and we see the actual Certificate
shared by news18.com .

All the traffic is decrypted from packet number 604 , as can be seen, which
is coming from the application server news18.com .
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Figure 4.18: Decrypted Trdffic seen on Firewall Capture

Note: Since we have access to the Firewall, we can take captures and we
can decrypt them. In the next section, we will look at other scenarios where
it would not always be possible to take a decrypted capture on the Firewall
or a Proxy.

Z.ero Trust Architecture

As users are working from home post-COVID, the existing Security
Controls that are applied at the Branch or the Headquarters Data Center
using the Firewalls should also be enforced for users who are roaming, that
is, changing their locations. In order to enforce the Security controls for the
Roaming users, we install a Security agent which would Sync the Policies
from the Controller, which is SaaS (Software as a Service). The Controller
is a Cloud Proxy that would inspect all the policies initiated from the User
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and would restrict the traffic or allow it depending on the Policy configured.
The agent enforces the Security Policy as close to the user and also follows
the user.

As seen in Figure 4.19 , we have the Secure client from Cisco installed
on the user’s machine, which would encrypt all the Web traffic.

) : nimir
® ©® @ Cisco Secure Client cISCco

AnyConnect VPN:
Ready to connect.

ISEVPN - TLS - Auto Select Nearest Locf Connect

Zero Trust Access:

Zero Trust Access service requires
user approval.

Umbrella:
Umbrella is active.

Figure 4.19: Cisco Secure Client(Agent)



The umbrella Module is responsible for inspecting all the Internet traffic.
We have configured a rule to block all traffic to google.com , and we can
see the following block page:
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Figure 4.20: Block Page while the User is trying to access google.com

If we look the Certificate, we can see the following Certificate, which is
issued by the Cloud Proxy:
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Figure 4.21: Viewing Certificate Details for the Block Page Issues by Cisco Secure Access
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Let us look at the capture when the traffic is initiated with the agent
installed.
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Figure 4.22: Viewing the Capture taken on the End Machine when Traffic was initiated to
google.com

If we look at the response of the DNS query in Figure 4.23 , the IP address is
98.130.21.18 .
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Figure 4.23: DNS Response IP Address for the DNS Query

Let us filter the capture with IP address 98.130.21.18 , and we see the
following output:
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Figure 4.24: Filtering the Wireshark Trace by the DNS Server IP Address

As we see, there is an HTTP connect request to 170.72.245.220 , which is
the actual application IP address. Here, the traffic was initiated to
Webex.com . This is called an Explicit proxy mode, where all the traffic is
tunneled into the proxy, and then the proxy makes a connection request. We
can see the HTTP connect is successful, and then the proxy forwards all the
traffic to the actual application traffic by enforcing all the rules that are
configured. This is one of the fundamental differences between the firewall
and the proxy. In firewall captures, we did not see HTTP connect mode, but
in proxy, it tunnels all the traffic. The other difference is that the firewall
forwards the user traffic to the actual application, while in an explicit proxy,
it is the proxy that interacts with the actual application. In summary, with a
proxy, there are two connections: one between the user machine and the
proxy, and the other between the proxy and the application server. One of
the most fundamental difference in Proxy processing the traffic, is that it
creates two connections one from the client to the Proxy and the other from
the Proxy to the Application.

Conclusion

We started with the essential components of an Enterprise Network. We
looked at the traffic flow across the Network by applying captures at several
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hops. We also understood the Network Infrastructure of AWS, where the
Lab was hosted. We then looked at the Zero Trust Architecture, where an
agent was deployed on the end machine, and how the traffic was secured.
One major difference to note with Zero Trust Architecture is that with the
user roaming, that is, whether in the Enterprise Network or Outside
Enterprise Network, the same security controls get applied. The next
chapter is on Wireshark.
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C HAPTER 5

Introduction to Wireshark

Introduction

This chapter moves deeper into using Wireshark skills in analyzing the
network traffic and will also practically show a Covert Channel attack.
This chapter looks into the essential attributes of Wireshark, which would
help in understanding the traffic patterns for different protocols.

Structure

In this chapter, we will cover the following topics:

o Understanding Wireshark attributes

e Filtering in Wireshark

Exporting Packets in Wireshark

Covert Channel Attack

e Types of Covert Channel Attack

e Analyzing Covert Channel Attack in Wireshark

Understanding Wireshark attributes

Before analyzing traffic on Wireshark, it needs data. As we see in different
programming languages, it accepts input on which the programming
algorithm runs and provides an output. Similarly, Wireshark needs an input
on which it can capture traffic and provide us with data for different OSI
layers, which we studied in previous chapters. Most importantly the
Wireshark captures the traffic at the Physical layer. Wireshark can capture
the traffic in real time.
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Figure 5.1: Wireshark - It shows the capture

Figure 5.1 shows when you launch Wireshark. It shows the capture points
in the form of different interfaces from where the traffic can be shown on
Wireshark.

The first interface is the Wifi interface where the machine is connected.

Since a Mac is being used, we can verify on the CLI whether it is the Wi-Fi
interface.

en@: flags=8863<UP, BROADCAST, SMART, RUNNING, SIMPLEX, MULTICAST>
mtu 1500
options=6460<TS04, TS06, CHANNEL_IO, PARTIAL_CSUM, ZEROINVERT_CSU
M>
ether 6e:71:b5:79:39:35
inet6 fe80::1804:d589:29h9:1d72%en® prefixlen 64 secured
scopeid Oxe
inet 192.168.1.4 netmask OxffffffO@O® broadcast 192.168.1.255
ndé options=201<PERFORMNUD, DAD>
media: autoselect
status: active

It can be seen that the IP address of this interface is 192.168.1.4 .
What are the other Interfaces?
The second interface is Loopback 100

1o0: flags=8049<UP, LOOPBACK, RUNNING, MULTICAST> mtu 16384
options=1203<RXCSUM, TXCSUM, TXSTATUS, SW_TIMESTAMP>
inet 127.0.0.1 netmask OxffOOOOO0
inet6 ::1 prefixlen 128
inet6 fe80::1%100 prefixlen 64 scopeid 0x1
nd6é options=201<PERFORMNUD, DAD>



This interface is like the virtual interface, which would be available on all
the endpoints. The other interface is apl, which would be used if the
machine is being used as the Access Point.

apl: flags=8863<UP, BROADCAST, SMART, RUNNING, SIMPLEX, MULTICAST>
mtu 1500
options=6460<TS04, TS06, CHANNEL_IO, PARTIAL_CSUM, ZEROINVERT_CSU
M>
ether 5e:40:11:1d:3b:f9
ndé options=201<PERFORMNUD, DAD>
media: autoselect (none)
status: inactive

How do we select the Interface and start capturing the data?
Select the interface you want to use and double-click it.

LR M e 0

Figure 5.2: Selecting the Interface on Wireshark to start Capture

Once the Wi-Fi interface is selected, it captures the traffic in real time as
follows:
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Figure 5.3: Trdffic being captured shown on the Interface selected in the Wireshark

On the top left, there are 3 important icons:

This is to start the capture in real time

This is to stop the capture

This is to restart the capture. Similar to refresh, where the previous
capture points would be lost

Y [

One can also select the default interface for the capture shown as follows.
Wireshark > Preferences > Capture
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Figure 5.4: Configuring the Default Interface of Machine in Wireshark to capture

The following diagram shows how the data is being shown on Wireshark:
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Figure 5.5: Data being captured on the Default Interface which was configured

If one can visualize, there are 3 panes as seen in Figure 5.5 . The first pane
shows the packets with source and destination IP and also the Layer 4
protocol. Pane 2 shows different headers at the OSI layer, and pane 3
shows the data bytes.
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Figure 5.6: Default Layout of the Wireshark Pane



Can this visualization of the panes be modified? The answer is yes.

Depending on the OS, the options would change. In MAC, it is under
Wireshark > Preferences > Appearance > Layout .
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Packet List settings:
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Status Bar settings:

Show selected packat number
Show file load time

Restore Defaults
Help Cancel

Figure 5.7: Modifying the Layout Pane of Wireshark

As can be seen, all Panes list different data that can be shown. Pane 1
shows a list of all packets with all the headers. Pane 2 shows packet details
under each header, while pane 3 shows the data in bytes under the
TCP/UDP header. Let us try to select the Packet diagram for Pane 3.
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Figure 5.8: Each Pane has Different Options from which We can select

The pane visualization will change as follows:
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Figure 5.9: Wireshark Layout after the Default Layout is being modified

One can hover on the Packet diagram Pane by clicking the Source Port |,
for example, which would then show the Source port information in the

Packet header in Pane 2 , as follows:

Wipes (hk ARsERAN)
IFEREF PROMM WS 3, 3N O B, ERED PR
[P —
aren EHA » Swaber Lpmgiis BE Gvies §3)
Reiefert I Safvire FiFlis deld IERCPE OO0, DOW Me -0TTS
[ryrae———
Barwnt jestam: Sabiki DF|
Wil ass o Wlsgii del. B6Fit
anal R DOBE B00E & Fragrean TR §
e 1o Liww: &
Paliandiz TR M
Sy DA b el b 0 e
ordted ohicllial Lt Wee st aed)
T ite Addrewi: Wi LA
PR AR 1R AR A
Tramsminsie Cesbroh Peotsesl, o Pert; S, Sui Peri; i, Sz WS, ko R, des K

Sawtie Fari: AL

| EEETE UTT
[ TEFF Y S T
Hmrennntine coroirteeevic [acopleie, GANL (191
[ ]
Bogeorn Basbrrs WSS dreLokive neweoroe nrBar]
Srgernce Mt irwen EIRILAEIRD
vy fegee Wormer] BN derhaties eepasde somer i
R agle ) W) MW Arnkaled Si4 Vel

Senaatin o
B oy i o 0 By
Fagu e
[ R Passn
ey
B

Srwraperi | bt Baraie
Pas 1 L - ] 1 ry
Pl A b el s P i) e A

Figure 5.10: Hovering over the Destination Port in Pane 3 shows the value of Destination Port in

Pane 2

Looking at the Wireshark Panes, we can see there are different color
formats for different packets. As seen in Figure 5.11 , some packets are

shown in red
Retransmission and TCP Dup ACK .

. If we look closely, the packets in red are TCP Spurious
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Figure 5.11: Visualizing the Wireshark Traces

We can modify the coloring rules under view > Coloring Rules
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Figure 5.12: One can also modify the Coloring Rules in Wireshark

In order to change the color for the existing rule, click the specific rule
name "TCP RST" and change the foreground or the background color as
needed. The rules are processed from top to bottom until a match is found.

Let us create a new rule for source port 50539 .



L - Wirezhark « Coloring Rules Delsalt

sy || s [ b (] ropliices
Ittt et == B0 ) hing2

5148

HTTR

Routizg s I wigrp 1 osed 1l bge Bode I vire Il carp B gwp | igre Bl e
=

uoe

Sruldr pici i rlll Jeag la Tewr. At @ T PeTETIR0Y i Do el e i Sl
+ =l 2 I D ooy Adber i i 3 oo Kt gk or ey
cancd (D

Helg sl gl Copy kom @

Figure 5.13: Specific Attributes of OSI Layer can be modified by changing Foreground and
Background Color

The rule name is Source port , and the Filter is tcp.srcport==50539 .

The Foreground color is set to Purple, and the Background color is set to
Green .
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Figure 5.14: Source Port Field was changed with the Foreground and Background Color changed

As can be seen, the first rule that hits is the one that we created. Also, the
TCP Spurious Retransmission is seen as green as it is for port 50539 .



If we change the order of the new rule, which is created at the bottom, then
we see the same packet for source port 560539 is seen as red, as it processes
the TCP spurious retransmission coloring rule and marks the packet in

red .

Wirgshark - Coloring Rules Dufault

smb ] nbax | nbng || netisox
BiE [ tcpperl 2x B0 | Mpd
deeroe

] Iars || eigrs I eempd || g B s || s ) e || e 1) g ) i
ol e il 02 N op

& e (=

& uoe uas

& Syviem Even Fyutend_joureal || sy

Dowabide Dok B3 adit Drig &1 mawe Saidl 89 EAORERAS o SO0ET DRRS 8 Tatoh @ dound

+ = @

SAm Al st Lol s As it

Hedp Import... Export.. Copyirem B cnce  [EID

Figure 5.15: Changing the Order of the Rule is also Possible

LT T e T -—
PN (SORTH RN s MR [ADHD B Ak MGG LenSOE ThnbarTii
T g THM ] WL Lo RO TRl IRLAETT 1

Figure 5.16: The Coloring rule gets applied top to bottom so that the Source port which was Green
earlier now shows red as the Source port rule is at the bottom

Wireshark also gives the ability to create columns. All the fields in the
packet header of IP and TCP can be created as columns. For example, in the
following figure, the TCP window length is added as a column:
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Figure 5.17: Selecting the Appropriate TCP Field and applying as Column. Here the Window Length
is selected as Column
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Figure 5.18: Window Length now appears as a Column in Wireshark

Similarly, if any column is not needed, it can also be removed. In the
following example, the Identification column is being removed:
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Figure 5.19: Certain Columns can also be removed by performing a Right Click



The amount of data that can be captured by Wireshark can be huge, and
there should be a way to filter the traffic and also see the conversations that
were being captured.

We can see these Conversations as
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Figure 5.20: Option to see all the Conversations in Wireshark

TN TN 1



[EY ) Winrstirk - Carmiiabeny  MielE

Pr—— I #ed i #1300
[ P ] B Bemiwk lewnioal Bwsnd s by B ni i L e
Hats Suntes A Aotk SO i el L Ak [] Bt NEANETIN  ITEITEM Tt I
don T W AT '] T '] i ] Bl SR PO e Pt
L i il W sl B e B Fdus ] . [} By LI N S Bamn
M PR i B M '™ Wl ' ET [} B SR TMTET ML Freey Famb
AR WS E  RBTE A0V L [ [TF ] v GIBSEM  IIGMERE T a7
L PR 30 3050 0ea0 BT 1 M L] oo [ ] P JUISEPS LR RS FUA
EARERE 1IN0 T n ET ] Fhvim  G1NFIM GSIENE IFb Baaa
LG e et ) r Fet L] Fivihi EREW0E AR L] e P
s PR (A £ Fal 1 Tk [} s U GEE  BERUS ey e
Gy B B T S S T L R [ was [t LT ] [] it MR AN Fh Wil
WA e e X XN L - nas - way L Ayt IR N NS ] i
i gl Sirmars_ T Ml Mk 07 00 R0 4 H al H Rak L] byl GRS Searaniy LRt L
e AT RN IR S ] 1 s 1 =Y L] e MG M 3
— B L Pl B D E] ™ E] Nl W By PRIOTE  HNTENE Filsingha B
[T T P LT Fi'] aan F'] LT » T s ] FLEY ETE
ittt ] L] s il L] B AL LR ] Fami
R— w0 MRS 30 230Dl L1} ol 5 EEak L ] B WRSEEE R [LE SN Faah
Him Ll TR U U B R 1 T 1 DL WOAFSNF G031
Lt wldrEakta  REArEE T Tl 1 TR L] D TGRS D
b el Pa e PR0e  0F 00 3e DRy W Wwas W L L} L] Fhyim  WOOSEE  FEACHEO A Fran
O Feesa il fem i A E il E] i [] Ftni A T Fran
14 el Pkins  NEAREE L L L] Tl e L] Bihyies  BUbbRde WD Fiemdy Ll
3
e A
T KA
B
B =
E
Sk
1
L] ==

Figure 5.21: Default Page of the Conversation Summary Pane

The Conversation summary gives the statistics for all the packets that were
being captured. As can be seen, it gives details on Ethernet frames,
IPv4/IPv6 addresses, and also transport layer protocols such as TCP and
UDP.

Looking at the IPv4 details, it captures all the IP addresses as part of the
Conversation. As can be seen, it shows different IP pairs and also the
amount of bytes/packets that were being transferred.
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Figure 5.22: IPV4 Tab in the Conversation Summary Pane



The Conversation Summary pane also has a TcP tab , which shows the
information at the TCP 1layer , such as the port on which the
communication is happening.
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Figure 5.23: TCP Tab in the Conversation Summary Pane

One of the interesting fields in the TCP pane of Conversation Summary is
Stream ID. Wireshark allocates a unique stream ID starting from 0 to each
unique conversation. The way it assigns the stream ID is for every unique
source IP, destination IP, source port, destination port, and protocol, such as
TCP or UDP.

Address A - Port A Address B Port B Packets Bytes Stream 1D
20.42.65.94 443 192.168.1.4 63962 1 54 bytes 109
20.42.65.94 443 192.168.1.4 63982 1 54 bytes 133
20.42.65.94 443 192.168.1.4 63983 1 54 bytes 145

Figure 5.24: Unique Stream Id for different TCP Connections

If we look at the Wireshark UI, we can see that the Custom fields added by
Wireshark are marked as "[]" and termed as Stream Index .



Source: Ge:71:b5:79:39:35 (6e:71:b5:79:39:35)
Type: IPv4 {BucdB0d)
Internet Protocol Version 4, Src: 192.168.1.4, Dst: 13.187.138.1@
18 .... = Version: 4
sese 9181 = Header Length: 20 bytes {(5)
Differentiated Services Field: @x0@ (DSCP: C58, ECN: Mot-ECT)
Total Length: 49
Identification: Gx0008 ()
818. .... = Flags: @x2, Don't fragment
.+ DODO BOBO BOOR = Fragment Offset: @
Time to Live: 64
Protocol: TCP (6)
Header Checksum: @xelae [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.4
Destinntion Address: 13.187.138.18
Transmission Control Protocol, Src Port: 50539, Dst Port: 443, Seq: 1888, Ack: 6849, Len: @
Source Port: 50539
Destination Port: 443
[Stream index: 2795]
[Conversation completeness: Complete, WITH_DATA (63))
[TCP Segment Len: 8]
Sequence Mumber: 18883 (relative sequence nuaber)
Sequence Number (raw): 38148119790
[Mext Sequence Number: 1888 (relative sequence number))

Figure 5.25: Custom Fields added by Wireshark

One other option Wireshark provides is TCP protocol preferences as
follows:
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Figure 5.26: Viewing the Protocol Preferences Options of TCP Layer

One of the important fields that one would use in troubleshooting is
"Relative Sequence number" . As the name suggests, it is a relative that
is calculated by Wireshark. As we learnt in previous chapters, TCP
conversation is tracked by the Sequence and Acknowledgement numbers.



With the relative sequence number, Wireshark assigns the first connection
as sequence number 0 , and then everything starts getting incremented by 1.
The relative sequence number can be seen as follows.

Transmission Control Protocol, Src Port: 64883, Dst Port: 443, Seq: 1481, Ack: 1, Len: 844
Source Port: 64983
Destination Port: 443
[Stream index: 8]
[Conversation completensss: Complete, WITH_DATA (31)]
[TCP Segment Len: 844
Sequence Mumber: 1481 {relative sequence number)
Sequence Number (raw): 2981560661
[Next Sequence Number; 2245 {relative sequence number))
Acknowledgment Mumber: 1 (relative ack number)
Acknowledgment number (row): 2148331417
1888 .... = Header Length: 32 bytes (8)
Flags: ax@l8 (P5H, ACK)
Wi ndms 2056

Figure 5.27: It shows TCP Relative Sequence Number is enabled

Filtering in Wireshark

We saw how Wireshark captures the data on the Network Interface. For any
large amount of data, there should be some filters to analyze the data.
Wireshark also has certain filters to be applied to look at specific data.

Let us try to understand these filters, which are mentioned as packet filters.
By default, Wireshark has default columns as follows:

e No. : Frame Number from the beginning of packet capture
e Time : Seconds from the first frame

e Source(src) : Source address, commonly IPv4 or IPv6 or Ethernet
address

e Destination(dst) : Destination address, commonly IPv4 or IPv6 or
Ethernet address

e Protocol : Protocol used
e Length : Length of the frame in bytes

There are Logical Operators in Programming that have the same meaning in
Wireshark.

Operator Description

and or && Logical AND




or or || Logical OR

xor or M Logical XOR

not or ! Not(Negation)

Table 5.1: Logical Operators and its Description

Let us try to understand how to use these operators.

® and or & —---- 1p.src==192.168.1.4 and tcp.flags.fin==1

® or or | ] ———————- ip.src==192.168.1.4 or
ip.src==192.168.1.1

e Xor or AN —--- ip.src==192.168.1.4 Xor
ip.src==192.168.1.1

® Not or ! —------ not(ip.src==192.168.1.4)

We would be applying these logical filters in the following text in
Wireshark.
..I:I.'&.’:"'S?."SE;.-..h_fi_'_:ﬂ.g{i._._

Figure 5.28: Text Field in Wireshark where Filters would be entered

As seen in the following figures, we have applied the filter for
ip.src==192.168.1.4 , where all the packets are displayed with source as
192.168.1.4 . The filter, which is applied in the form of
ip.src==192.168.1.4 , is called a filter expression.



N lip.src==192.168.1.4

MNo.
4
5
(]

11

12

47

80
100
115
137
138
139
168
161
162
163
164
165
182
184

Time

9.018318
0.020204
0.0820228

08.833754
8.835382
0.044938
0.046410
08.048320
8.0850055
B8.0851643
0.051668
8.851757
8.0853901
09.0854059
8.054312
8.0854678
0.0854680
8.0854689
0.855155
8.0855457

Source

192.168.1.4
192.168.1.4
192.168.1.4

192.168.1
192.168.1
192.168.1
192.168.1
192.168.1
192.168.1
192.168.1
192.168.1
1
i
1
1
1
1
1

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.1.
192.168.1.
192.168.1.
192.168.1.4

]
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4

Destination

13.187.138.18
13.187.138.18
13.187.138.18

13.107.138.18
13.107.138.18
49.100.137.242
40.100.137.242
40.1800.137.242
40.100.137.242
13.187.138.18
40.100.137.242
13.187.138.18
40.100.137.242
13.187.138.18
13.107.138.10
13.187.138.18
13.107.138.18
13.187.138.180
49.180.137.242
40.180.137.242

Protocol

TCP
TCP
TLSv1.

TCP
TLSv1.
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TLSv1.
TLSv1.
TCP
TCP
TLSv1.
TCP
TCP

B = V' " " 115 e 1 A 11 1 S . 1L} £ [ — ) p—

Figure 5.29: Filter to show All Packets whose Source IP is equal to 192.168.1.4

|1 ipsrc==192.168.1.2 and tep lags. finz=1
Na. Tirme Source

2423 1.B67382

192.168.1.4

52,108,147.15

Protocol Lengt! Host

Drestination Por

Figure 5.30: Filter to show All Packets with Source IP equal to 192.168.1.4 and TCP Fin Flags

If the Display filter expressions are not known, one can always look for
specific data in Packet details and click Apply as filter , then click
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Figure 5.31: Applying a Filter using the Options in the IP Header or TCP Header

W Nepsrcport == 4081

Ha. T Source Drestination Protocol | Length Host Destination Port
1831 8.521822 152.188.1.4 £2.108.147.15% TP 54 443
1832 B.523668 192.168.1.4 52.108.147.15 ToP 1494 443
1033 9.5237Te2 192:168:1.4 52:108.147:15 TLSv1- 358 443
1883 0. 796455 192, 168. 1.4 52.108.147.15 TLS¥1. Gad 443
1548 1.867141 192.168.1. 4 £2.108.147.15% TP 54 443
1558 1.86725% 162.168. 1. 4 52.108.147.15 TP 54 443
1551 1.067268 152,168, 1.4 52.108.147. 1% T L2 443
1554 1.867727 192.168.1.4 52.108.147.15 TP 54 443
1555 1.p85843% 152.188.1.4 £2.108.147. 1% TP 84 443
1556 1.070442 192.168.1.4 52.108.147.15 TLS¥ 1 128 443
1576 1.339742 192,168, 1.4 52.108.147.15 TP 54 443
2433 1.867302 192.168.1.4 52.108.147.15 TP 54 443

Figure 5.32: Filter of tcp.srcport was created using Apply as Filter Option

We can also look for the default filter expressions under Analyze >
Display Filters .

@ Wireshark File Edit View Go Capture Analyze Statistics Telephony Wireless

| Display Filters...
i « Display Filter Macros...
II . 1 I s
[fﬂ 8 @ : D D @ ‘ qji Display Filter Expression...
W
No. Time Source = Apply as Column S|
Apply as Filter >
1832 9.523668 192.168.1.4 : 1
Conversat Filte >
1033 0.523702 192.168.1.4 - ..

Figure 5.33: Option for selecting Default Filter Expressions
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Figure 5.34: Default Filter Expressions

There is another option: Display Filter Expression .

® Wireshark File FEdit View Go Capture Analyze Statistics Telephony Wireless

- ® Display Filters...

i m A ,@ - D @ Q Display Filter Macros... %

Display Filter Expression...

= . —_—

Figure 5.35: Option to Select Display Filter Expression

Here, one can see the filter expressions for all protocols. Let us look for
TCP and IP.



Flgkd Mame
TC# - Transmissicn Conirel Prenocel

mmmm Thie schaad by intha ACK of the MP..

Wepatkrongen: - The sckntaledpment numier fiekd iy ronZeen whils the ACK fla..
Iopanalyses « SECIACK analysis

SEPLARNLE Bkt s = ol Sl BRM 't Saptured | =4
topanakyi.ack_rit - The RTT 1o ALK the segment was
tepuanalrsin.pcks_feame - This i an ACH 12 the segment in frame

top.analysa. yfes_in_llght - Bytes n Bight

- Duaplicabe: bo the ALK in frame
- Duplicate ACK ¥

iop.analysis. beap, alhvs_ack - ACK o 3 TOP eap-alive sagment

i pea el

Figure 5.36: Wireshark Pane shows all the Filter Names for Different Fields
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Figure 5.37: Filter looking for Packets where TCP SYN Flag is enabled
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Figure 5.38: Using Filter to check for all Destination Addresses filed in Wireshark Trace

Along with the expression, we can also use the logical operator that we
have learnt earlier.

Along with the Conversation Summary, we can also look for all IPv4
addresses under Statistics > IPv4 address > All Addresses .



Statistics Telephony Wireless Tools Help

Capture File Properties XoHC Wi-Fi: en0

Resolved Addresses a E

Protocol Hierarchy

Conversations

Endpoints Destination F
B tlangths _;;_;,
IfO Graphs ' 443

Service Response Time > i 443

DHCP (BOOTP) Statistics 443
NetPerfMeter Statistics 443
ONC-RPC Programs , :‘E
29West > 443
ANCP 443
BACnet > 443
Collectd 443
DNS 443
Flow Graph

HART-IP

HPFEEDS

HTTP >
HTTP2

Sametime

TCP Stream Graphs >
UDP Multicast Streams

Reliable Server Pooling (RSerPool) >
SOME/IP

DTN

F5 >
IPv4 Statistics 3 All Addresses
IPv6 Statistics >  Destinations and Ports
IP Protocol Types
Source TTLs
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Figure 5.39: Option to get a Quick Overview of All Addresses in the Wireshark Trace

o ] Wireshark - All Addresses - Wi-Fi: en0
Topic f ltem » Count | Average MinVal MaxVal  Rate (ms) Percent |Burst Rate  Burst Start
All Addresses 664922 029120  100% 30,9500 343875
99.86.20.84 am 0.0001 0.06% 14500 NM37944
008326043 3N 000001 0.08% 09400  TTE.E06
76.223.72.156 530 00002 0.08% 00700 94627
75.2.45.13 445 000001 0.07% 03500 2 2937.218
74126.68.84 45 0.0000 0.07% 03600 3037.273
74.125.24.84 a2 0.0000 0.07% 03300 881332
72.963.15.141 175 00000 0.03% 02000  1139.038
72.963.130.117 33 0.0000 0.00% 0.0100  180.981
72163130116 34 0.0000 0.01% 00100 178.952
72163130115 33 0.0000 0.00% 0.0000 182,873
72963130114 34 0.0000 0.07% 0.0100 174918
72363130113 32 0.0000 0.00% 00100 176.932
72.963.10.10 1545 0.0005 0.23% 06600 1091.060
72.963.1.80 89 00000 0.01% 00200 2512754
67.222.248043 84 00000 0.07% 0.0800 2661177
B7.222.248.007 129 0.0000 ©0.02% 0.0300 545,553
S AT A A AAE M AT " PR Lol bt A4 A M
Display filter: m
Copy Save as... Close

Figure 5.40: View of All Addresses in the Wireshark Trace

As seen, it only shows the IP address details and not any protocols such as
TCP or UDP.

Wireshark also gives an option to define macros. Macros are similar to the
logic we write in programming languages to accept inputs. In Wireshark,
these macros help in replacing complex filters with shortcuts.
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Figure 5.41: Option to select Display Filter Macros



The macros can be created by clicking pisplay Filter Macros and
adding the macros required.

. i ] Display Filter Macros
MName Text
private_ipv4 $1==192.168.0.0/16 or $1 == 172.16.0.0/12 or $1 == 10.0.0.0/:
private_ethernet $1[0] & OxOF ==
private_ipve ipv6 && $1 == fc00::/7
+ ot S [_?lﬁ Mpplications/Wireshark app/...are/wireshark/dfilter_macros

Help Copy from Cancel m

Figure 5.42: Defining the Macro Function

A macro named tcp is being created with the expression ( ip.src == $1
and ip.dst == $2 and tcp.srcport == $3 and tcp.dstport == $4 )

$1,$2 are the inputs that the variables ip.src , ip.dst would be accepting.

In order to call  these macros, we would mention
${tcp:192.168.1.4;52.108.147.15;64078;443) in the display filter
section as follows. The inputs which are provided to macro tcp are mapped
as $1=192.168.1.4, $2=52.108.147.15 , $3=64078, $4=443 . The
macros help in substituting the complex filters that we would be putting in
the Wireshark display filter to view the packets.
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Figure 5.43: Calling the Macros in the Filter Section in Wireshark

The macros can also be defined in conjunction with the Logical operators
such as And and OR as shown in the following figure:

o [ ] Display Filter Macros

MName Text
private_ipva $1 == 192.168.0.0/16 or $1 == 172.16.0.0/12 or $1 == 10.0.0.0:
private_ethernet $1[0] & OxOF ==
private_ipv6 ipv6 && $1 == fc00::f7
tcp (ip.src==%1 and ip.dst==%2 and tcp.srcport==%3 and tcp.dstp¢
tepl tep.flags.syn==$1

+ - oy o W D'a [Users/bhavshaZ/.config/wireshark/dfilter macros

Help Copy from Cancel OK

Figure 5.44: Macros defined using Logical Operators

Figure 5.45: Macros with Logical Operators



Exporting Packets in Wireshark

We learnt how to select packets using specific filters for different packets in
the OSI layer. The question comes if there is a possibility to export the
packets and save locally. This is possible in Wireshark, where you can
export the packets as shown in the following figure. Ideally, to export the
packets, the first step would be to apply a filter to extract the specified
packets from the large Wireshark file. In the following example, we have
applied a filter for packets with source as 192.168.1.4 with
ip.src==192.168.1.4 as the filter. Under wireshark > File > Export
Specified packets .
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Figure 5.46: Exporting Specific Packets from Wireshark Capture after applying the Filter
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Figure 5.47: Saving the Exported Packets in Wireshark

While saving the file, as you can see, it shows All Packets and Selected
packets as two options for saving the file. All packets displayed count as
124536 packets, while Selected packets only show 1 packet. By default, the
selected packet only captures the client hello packet. So make sure the
option All packets is selected while exporting the packets.

Wireshark also provides an option to export the packets in JSON format.
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Figure 5.48: Exporting the Packets captured in JSON



Il
{
"_index": "packets-2025-81-16",
"'_t'jl'l'.l!": "dD’E",
" _score": null,
" _source": {
"layers": {
"frame": {
"frame.section_number": "1",
"frame. interface_id": "@",
"frame. interface_id_tree": {
“frame. interface_name": "en@",
“frame, interface_description": "Wi-Fi"

}

"frang . sncap_typg":
"frame, time™: “Jan 15, 2!25 12:28:15.124424000 IST",
“frame, time_utc": “Jan 16, 2025 06:50:15.124424900 UTC",
"frame.time_epoch™: “1737018215.124424808",
“frame,of fset_shift": "@.008000080",
"frame, time_delta": "9.000000008",
“frame, time_delta_displayed™: "0.000000080",
"frame.time_relative™: "0.000008000",
*frame. number": "1,
"frame.len": “78%,
"{rame.ap_len": “78%,
"frame.marked": "@",

“frame. ignored”: "a",
"frame.protocols": nhrsttwtxne.‘i.m;u :
"frame,coloring_rule.name": "TCP
i “frame.coloring_ryle.string™: “tcp—flaqs & 0x02 || tcp.flags.fin == 1"
"eth":
"eth, ﬂﬂ"' "19:18:81: fb:3a:6e",
"eth.dst tres”: {
“ethydst_resolved": “zte fh;3a; 68",
“eth.dst.oui": “1@52801",

"eth.dst.oui_resolved": "zte corporation”,
"eth,addr™: "18:10:81:fb:3a:6e",

Figure 5.49: File where the Exported Packets are saved in JSON

Wireshark also gives an option to export specific OSI layer headers, such as
Layer 3 , Layer 4 ,and Layer 7 ,under File > Export PDUs to File .
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Figure 5.50: Option to extract Specific OSI Layer Packets
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Figure 5.51: TCP Filter along with the OSI Layer 4

As seen in pane 2 , it shows all the Layer 4 details with no packet header
details of Layer 3 , which is the IP layer. This is helpful for looking for
specific packet headers, such as Layer 4 .



Frame 1: 1924 bytes on wire (15392 bits), 1924 bytes captured (15392 bits) on interface Fake IF, PDU-=Expor
EXPORTED_PDU
Tag: PDU content dissector table name [14)
Tag: IPvd Source Address (28)
Tag: IPv4 Destination Address (21)
Tag: Port Type (24)
Tag: Source Port (25)
Tag: Destination Port (26)
Tag: Original Frame number (38)
Tag: Dissector table value (32)
Tag: TCP Dissector Data (34)
Tag: End=of-options (@)
Exported PDU data
Transport Layer Security
TLS¥1.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (Bx8301)
Length: 1824
Handshake Protocol: Client Hello

Figure 5.52: Output Post the Filter is applied where Layer 4 Details of TCP are shown

Covert Channel Attack

Let us apply the Wireshark skills that we learned and apply them to uncover
the real-time attacks that can happen in the Enterprise Network. We would
discuss Covert Channel attacks.

What is a Covert Channel Attack?

The word “covert” means hidden or undetectable. The reason the
communication is hidden so that the existing security controls can be
bypassed, such as firewall and IDS controls. As we have seen in HTTP, it
consists of the GET method, where the client requests information from the
server. What if I have an ICMP packet embedded inside the GET method?
If the existing security controls only look at the HTTP header, then the
traffic would be allowed without inspecting the content of the GET header.

Types of Covert Channel Attack

This section explains the types of Covert Channel Attack

Storage-based Covert Channels




This involves hiding data in some unexpected portion of the message.
Ideally, the message is commonly encapsulated at each level of the OSI
model. Logical pieces of information are added successively so that,
following several protocols, we ensure end-to-end data integrity. These
protocols include ICMP, DNS, TCP, or UDP.

In any protocol, headers are important as they hold the required information
and are in accordance with the OSI layer defined for the communication to
happen. Few parameters are optional, while others are mandatory for the
sequencing and ordering of the packet. Thus, header fields are intended to
facilitate the functioning of the protocol. It is expected that the headers not
have any other information than what is defined as per RFC specifications.

For a better visualization of the power of covert channels, let us take some
examples: Using the HTTP protocol, we could hide information inside
cookies, user-agent, and some header fields. The TCP header also has some
fields, such as destination port, source port, and TCP flags. Similarly, we
can use ICMP echo request and reply packets.

Timing-based Covert Channels

With timing as a parameter, used in Morse code, we can use it in covert
channels, too. There is no modification of the packets; information is
instead hidden by manipulating delays, intervals of time between segments.
For example, we could build a timing-based channel transmitting bits
according to the interval of time between two packets.

Along with the information being concealed, there would be different
encoding mechanisms that need to be decoded, which we would look at in
the following captures.

Let us look at the Covert channel capture, which has been built as follows.

Analyzing Covert Channel Attack

Capture name: Channel.pcap

This capture has the Covert channel attack happening on the Network, and
the idea is to find any anomaly in the conversation that can be traced. We
would be analyzing any pattern in different headers and trying to find the
data that is concealed.



As we learnt earlier, let us look at the Conversation statistics in Wireshark.
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Figure 5.53: Looking at the Conversations Summary

Here, we see there are 3 conversations as seen in Figure 5.53 .

If we look at the ports for TCP communication, it is on destination port
5000 and destination address 192.168.10.2 .

As part of this capture, the Identification field has also been added as a
column, as shown in Figure 5.54 .
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Figure 5.54: Adding Identification Field in IP Header as part of Wireshark Column

We can have different protocol fields as columns in Wireshark. Let us try to
add Data to the TCP portion.
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Figure 5.55: Adding the TCP Data as Wireshark Column

As you can see, the data field has different fields, such as 68 , 7a , and so
on, in packets. Let us try to understand what these bytes mean. Since these
data are ASCII characters, let us try to look at the ASCII chart as shown in
Figure 5.56 .



dec oct hex ch dec|oct hex ch dec oct hex ch |dec oct hex ch

@ (@ (00 NUL (null) 32 (40 |20  (space) 64 |100/40 @ | 96 140 60 |°
1 |1 |81 SOH (start of header) 33 (41 [22 |1 65 10141 A (97 14161 |a
2 |2 |02 STX(startof text) 34 (42 (22 |» 66 (16242 B |98 14262 b
3 3 83 ETX (end of text) 35 43 23 # 67 (183/43 € |99 143 63 |c
4 4 |84 EOT (end of transmission) 36 (44 24 |3 68 184 44 D | 100 144 64 d
5 |5 |65 ENQ (enquiry) 37 (45 (25 |» 69 16545 E 101 14565 e
6 |6 86 ACK(acknowledge) 38 [46 |26 & 70 (106 46 F | 102 146 66 f
7 |7 |87 BEL (bell) 39 (47 |27 |* 71 [187/47 6 | /163 147 67 g
8 18 08 BS (backspace) 40 (58 (28 |( 72 (11648 H | 104 150 68 h
9 |11 |89 HT (horizontal tab) 41 51 |29 ) 73 (111149 I |/10515169 i
18 12 @a LF (line feed - new line) 42 52 2a * 74 (11242 1 | 106 152 6a j
11 (13 |6b VT (vertical tab) 43 |53 [2b |+ 75 |113/4b K 167 153 6b K
12 14 Bc FF (form feed - new page) 44 (54 2¢ |, 76 [114/4c L | 108 154 6c |1
13 (15 ©d  CR (carriage return) a5 [s5 (24 |- 77 (115/4d M | [109 155 6d m
14 |16 ©e S0 (shift out) 46 |56 2e . 78 116/4e N | |110 156 6e m
15 (17 @f |51 (shiftin) 47 |57 |2f |/ 79 (117 /4f 0 | /111 157 &f |o
16 (20 10 DLE (data link escape) 48 60 30 0 80 (12050 P | /112 160 70 p
17 (21 |11 DC1 (device control 1) 49 61 31 1 81 [121(51 |@ ||113|161|71 |q
18 (22 |12 DC2 (device control 2) 50 (62 32 |2 82 (122/52 R |[114 16272 r
19 |23 |13 DC3 (device control 3) 51 (63 33 |3 83 (12353 |s |[115163/73 |s
26 24 14 DC4 (device control 4) 52 64 34 4 84 124/54 T |116 164 74 t
21 25 15 MNAK (negative acknowledge) 53 65 35 |5 85 [125/55 W |[|117/ 16575 |w
22 26 |16 SYN (synchronous idle) 54 (66 36 |6 86 (126/56 V | [118 166 76 v
23 |27 |17 ETB (end of transmission block) 55 67 37 |7 87 (127/57 W /119 167 77 w
24 (38 18  CAN (cancel) 56 (70 38 |8 88 (130/58 X | 120 17 78 x
25 31 19 EM (end of medium) 57 71 39 |9 89 (13159 ¥ |[121171 79 |y
26 (32 |1a SUB (substitute) 58 (72 [3a |: 99 132/5a Z |1221727a |z
27 33 1b ESC (escape) 59 (73 |3b |; 91 |133|5b [ ([123/173|7b {
28 |34 |1c |FS (file separator) 68 T4 3c = 92 134 5c N | |124 174 7c .|
29 (35 1d 6S (group separator) 61 [75 (3d |= 93 (135/5d 1 | /125175 7d '}
38 |36 le RS (record separator) 62 |76 3e > 94 (136/Se ~ | /126 176 7e |~
31 |37 |1f |US (unit separator) 63 [77 [3f |2 1195 [137|5f |_ | 127 177 7f |DEL (delete)|

Figure 5.56: Ascii Chart

The first four data bytes correspond to 68(h) , 7a(z) , 6d(m) , 79(y) ,
which does not give any valid information. Let us keep on looking for other
fields. Adding the Acknowledgement number and the Identification
field as columns.
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Figure 5.57: Adding Identification Field as Column
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Figure 5.58: Adding Acknowledgement as Wireshark Column

As can be seen, the Acknowledgement number and Identification field
are shown.
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Figure 5.59: Acknowledgement and Identification Field being added as Column

If we carefully look at the Acknowledgement number of different packets,
the relative AcCK is enabled. Let us try to disable the Relative
Acknowledgement number and look at the different values of the Ack
number.
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Figure 5.60: Disabling Relative Acknowledgement Number



If we analyze the packets after the relative TCP sequence numbers are
disabled, we see that many packets have smaller acknowledgement values,
such as 35 , 21 , as compared to other packets, which have larger values,
such as 2958008777 in packet no 25 and 3914766489 in packet no 26 .
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Figure 5.61: Viewing Acknowledgement Number of Different Packets

Now let us look at the Identification field, and we can see that a few
packets, such as packet no 17 , packet no 23 , packet no 29 , have values
of 110 , 99 , 114 as compared to other values such as 15755 in packet no
12 , 20743 in packet no 18 , and 32459 in packet no 24 .
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Figure 5.62: Different Values of Identification Fields for Different Packets

Conclusion

We started with visualizing different panes in Wireshark and also how
different packet headers and packet details are shown in Wireshark. We also
looked at how different filters can be applied and extract specific packets.




We learnt how to detect malicious intent in conversations between client
and server by tracing the hidden content in Wireshark. We learnt how a
Covert channel looks and how attackers can sneak a hidden conversation in
a traditional protocol. The next chapter explains how to analyze Wireshark
traffic.
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C HAPTER 6
Tools to Analyze Wireshark Traffic

Introduction

We have learned how to analyze Wireshark traffic by looking at different
fields, such as Conversations, and applying different filters. This process is
manual, and it would be helpful to have some tools to analyze the
Wireshark traffic and automate it. This chapter focuses on Pyshark to
analyze the traffic.

Structure

In this chapter, we will discuss the following topics:

e Tool Installation
 Scripts to Analyze the Traffic

Tool Installation

Let us explore some tools to analyze Wireshark instead of manually
visualizing packet captures.

There are a few tools, such as Scapy and Pyshark, that can help analyze
these packet captures.

Let us explore how to use the Pyshark tool to analyze the capture by
installing it on a Mac.

Steps to Install Pyshark

pip install pyshark

Collecting pyshark
Downloading pyshark-0.6-py3-none-any.whl (41 kB)



41.4/41.4 kB 598.2

kB/s eta 0:00:00
Requirement already satisfied: appdirs in
/Users/bhavsha2/opt/anaconda3/1ib/python3.9/site-packages
(from pyshark) (1.4.4)
Requirement already satisfied: 1lxml in
/Users/bhavsha2/opt/anaconda3/1lib/python3.9/site-packages
(from pyshark) (4.9.1)
Requirement already satisfied: packaging in
/Users/bhavsha2/opt/anaconda3/1ib/python3.9/site-packages
(from pyshark) (21.3)
Collecting termcolor

Downloading termcolor-2.4.0-py3-none-any.whl (7.7 kB)
Requirement already satisfied: pyparsing!=3.0.5,>=2.0.2 in
/Users/bhavsha2/opt/anaconda3/1lib/python3.9/site-packages
(from packaging->pyshark) (3.0.9)
Installing collected packages: termcolor, pyshark
Successfully installed pyshark-0.6 termcolor-2.4.0

[notice] A new release of pip is available: 23.0 -> 24.0
[notice] To update, run: pip install --upgrade pip
Pyshark is an open source tool whose information is available on

We would be setting up Visual Studio, which is the IDE for writing code.

Downloading Visual Studio is straightforward, with the package for Mac
available at https://visualstudio.microsoft.com/vs/mac/ and Windows at
https://visualstudio.microsoft.com/downloads/


https://github.com/KimiNewt/pyshark/
https://visualstudio.microsoft.com/vs/mac/
https://visualstudio.microsoft.com/downloads/

Figure 6.1: Snippet of the Script to analyze the Covert Channel Capture We discussed in Chapter 5

The first line imports all the packages from the Pyshark library. The second
line loads the Capture file into a variable named cap . Now, we will look at
the contents of the capture, which we have been viewing in Wireshark, by
printing the contents of the variable cap .

The following is the output of the first packet of the capture. Each packet of
the capture is viewed by iterating as an array object with an index cap[0]
referring to the first packet.



Figure 6.2: Output of the First Packet as Part of the Script. Same Packet which was seen in
Wireshark

Below figure shows the information of the TCP header.

Figure 6.3: Script Snippet which shows the TCP Header Information

As seen in the output, each packet is divided into three layers: Ethernet ,
IP , and TCP .

Let us look at how the information can be accessed from each layer.



Figure 6.4: Command to view the Ethernet, IP and TCP Layer Information of First Packet in the
Capture

Once the above script is executed we would get the below information from
the Ethernet, IP and the TCP layer. As seen the information is outputted as a
list in terms of keys. For example, the dst field is the MAC address in the
Ethernet layer.

Figure 6.5: Displays the Field Names and Not Values

As can be seen, these are the individual fields in each layer, which we can
view in Wireshark.

Let us look at how to parse through the field values of each layer.

Figure 6.6: Extracting the Source and Destination mac Address of the First Packet

The outputs for the preceding print statements are:

40:61:86:9a:f1:f5—-- destination mac for 1st packet
00:1a:8c:15:f9:80—-source mac for 1st packet



Figure 6.7: Extracting the IP Header and TCP Header Information

The outputs for the preceding print statements are:

192.168.10.1
192.168.10.2
57531

5000

0

0

As we analyzed earlier, the acknowledgement number and the
Identification field had smaller values compared to other packets. We
will now examine the packet details using Pyshark.

Layer ETH
Destination: 40:61:86:9a:f1:f5
Address: 40:61:86:9a:f1:f5

wr .0, . .. w. .. = LG bit: Globally unique address
(factory default)
wir @ v v wew ... = IG bit: Individual address (unicast)
Source: 00:1a:8c:15:f9:80
wr 20, . .. w. .. = LG bit: Globally unique address
(factory default)

w0 . wv . w. = IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Trailer: 01080a2639997d

Expert Info (Note/Protocol): Didn't find padding of
zeros, and an undecoded trailer exists. There may be
padding of non-zeros.

Didn't find padding of zeros, and an undecoded trailer
exists. There may be padding of non-zeros.

Severity level: Note



Group: Protocol

Frame check sequence: 0x2639997d [unverified]
FCS Status: Unverified

Address: 00:1a:8c:15:19:80

Layer IP
0100 ... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: Ox00 (DSCP: CSO, ECN: Not-
ECT)
0000 00.. = Differentiated Services Codepoint: Default
(0)
w. ..00 = Explicit Congestion Notification: Not ECN-
Capable Transport (0)
Total Length: 41
Identification: 0x0045 (69)

010. ... = Flags: 0x2, Don't fragment
0.. ... = Reserved bit: Not set

.1.. ... = Don't fragment: Set

.0. ... = More fragments: Not set

..0 0000 OOOO 00O = Fragment Offset: 0O
Time to Live: 64
Protocol: TCP (6)
Header Checksum: 0x7c87 [validation disabled]
Header checksum status: Unverified
Source Address: 192.168.10.1
Destination Address: 192.168.10.2
Layer TCP
Source Port: 6189
Destination Port: 57532
Stream index: 1
Conversation completeness: Incomplete (0)
Short segment. Segment/fragment does not contain a full
TCP header (might be NMAP or someone else deliberately
sending unusual packets)
Expert Info (Warning/Malformed): Short segment.
Segment/fragment does not contain a full TCP header



(might be NMAP or someone else deliberately sending
unusual packets)
Short segment. Segment/fragment does not contain a full
TCP header (might be NMAP or someone else deliberately
sending unusual packets)
Severity level: Warning
Group: Malformed
Sequence Number: 0 (relative sequence number)
Sequence Number (raw): 0
Acknowledgment Number: 35
The acknowledgment number field is nonzero while the ACK
flag is not set
Acknowledgment number (raw): 35
1000 ... = Header Length: 32 bytes (8)
Flags: Ox008 (PSH)
000. ... ... = Reserved: Not set
= Accurate ECN: Not set
s Congestion Window Reduced: Not set
.0.. ... = ECN-Echo: Not set

0. ... = Urgent: Not set
Acknowledgment: Not set
Push: Set

.0.. = Reset: Not set
.0. = Syn: Not set

s ..0 = Fin: Not set
TCP Flags: »::+«+::- P..:
Window: 8192
Calculated window size: 8192
Window size scaling factor: -1 (unknown)
Checksum: 0x44de [unverified]
Checksum Status: Unverified
Urgent Pointer: 0
Options: (12 bytes), No-Operation (NOP)
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
Time since the first frame in this TCP stream:
0.000000000 seconds

o
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Time since the previous frame in this TCP stream:
0.000000000 seconds

Timestamps

Expert Info (Note/Protocol): The acknowledgment number
field is nonzero while the ACK flag is not set
Severity level: Note

Group: Protocol

As can be seen for packet 11 , the Identification field and
acknowledgement number look interesting when compared to the same
fields in other packets.

If there are two fields, and since the packet capture has some message
concealed, there might be an encryption mechanism in place to hide the
data. One of the common encryption algorithms used is the XOR cipher,
along with other algorithms such as RSA. Let us try performing XOR
between the Identification A Ack number.

Figure 6.8: The XOR Cipher applied on Packet 10

The output of the preceding print statement is first character is f

Let us look at the contents of other packets where the acknowledgement
number and the Identification field are unique.

The other packet is packet number 16 , as follows.

Layer ETH
Destination: 40:61:86:9a:f1:f5
Address: 40:61:86:9a:f1:f5

wr 0. .. .. .. ... = LG bit: Globally unique address
(factory default)
wir @ v v v ... = IG bit: Individual address (unicast)
Source: 00:1a:8c:15:f9:80

..0. ... ... «. ... = LG bit: Globally unique address

(factory default)
.0 ... .. .. .. = IG bit: Individual address (unicast)



Type: IPv4 (0x0800)
Trailer: 01080a2639997d
Expert Info (Note/Protocol): Didn't find padding of
zeros, and an undecoded trailer exists. There may be
padding of non-zeros.
Didn't find padding of zeros, and an undecoded trailer
exists. There may be padding of non-zeros.
Severity level: Note
Group: Protocol
Frame check sequence: 0x2639997d [unverified]
FCS Status: Unverified
Address: 00:1a:8c:15:19:80
Layer IP
0100 ... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: Ox00 (DSCP: CSO, ECN: Not-
ECT)
0000 00.. = Differentiated Services Codepoint: Default
(0)
. ..00 = Explicit Congestion Notification: Not ECN-
Capable Transport (0)
Total Length: 41
Identification: 0x006e (110)

010. ... = Flags: 0x2, Don't fragment
0.. ... = Reserved bit: Not set

.1.. ... = Dbon't fragment: Set

..0. ... = More fragments: Not set

..0 0000 OO0 0000 = Fragment Offset: O
Time to Live: 64
Protocol: TCP (6)
Header Checksum: Ox0000 [validation disabled]
Header checksum status: Unverified
Source Address: 192.168.10.1
Destination Address: 192.168.10.2
Layer TCP
Source Port: 6189
Destination Port: 57532



Stream index: 1
Conversation completeness: Incomplete (36)
Short segment. Segment/fragment does not contain a full
TCP header (might be NMAP or someone else deliberately
sending unusual packets)
Expert Info (Warning/Malformed): Short segment.
Segment/fragment does not contain a full TCP header
(might be NMAP or someone else deliberately sending
unusual packets)
Short segment. Segment/fragment does not contain a full
TCP header (might be NMAP or someone else deliberately
sending unusual packets)
Severity level: Warning
Group: Malformed
Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 1
Acknowledgment Number: 2
The acknowledgment number field is nonzero while the ACK
flag is not set
Acknowledgment number (raw): 2
1000 ... = Header Length: 32 bytes (8)
Flags: 0x008 (PSH)
000. ... ... = Reserved: Not set
= Accurate ECN: Not set
. Congestion Window Reduced: Not set
.0.. ... = ECN-Echo: Not set

0. ... = Urgent: Not set
Acknowledgment: Not set
Push: Set

.0.. = Reset: Not set
.0. = Syn: Not set

. .0 = Fin: Not set
TCP Flags: »::+«:+::- P..:
Window: 8192
Calculated window size: 8192
Window size scaling factor: -1 (unknown)
Checksum: 0x30e7 [unverified]
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Checksum Status: Unverified

Urgent Pointer: 0

Options: (12 bytes), No-Operation (NOP)

TCP Option - No-Operation (NOP)

Kind: No-Operation (1)

Time since first frame in this TCP stream: 0.000000000
seconds

Time since previous frame in this TCP stream: 0.000000000
seconds

Timestamps

Expert Info (Note/Protocol): The acknowledgment number
field is nonzero while the ACK flag is not set
Severity level: Note

Group: Protocol

Figure 6.9: XOR Cipher applied on Packet 16

The output of the preceding print statement is second character is 1 .
Thus, if we look at the first two characters, they are f1 .

Let us try to look at other packets and find the hidden message.

result = chr((int(cap[10].ip.id,16)) A (int(cap[10].tcp.ack)))
+ chr((int(cap[16].ip.id,16)) A (int(cap[16].tcp.ack))) +
chr((int(cap[22].ip.id,16)) AN (int(cap[22].tcp.ack))) +
chr((int(cap[28].ip.1id,16)) (int(cap[28].tcp.ack)))
chr((int(cap[34].ip.1d,16)) (int(cap[34].tcp.ack)))
chr((int(cap[40].ip.1d,16)) (int(cap[40].tcp.ack)))
chr((int(cap[46].ip.1d,16)) (int(cap[46].tcp.ack)))
chr((int(cap[52].ip.1id,16)) (int(cap[52].tcp.ack)))
chr((int(cap[58].ip.1id,16)) (int(cap[58].tcp.ack)))
chr((int(cap[64].ip.1d,16)) (int(cap[64].tcp.ack)))
chr((int(cap[70].ip.1id,16))
(int(cap[70].tcp.ack))) + chr((int(cap[76].1ip.1id,16)) A
(int(cap[76].tcp.ack))) + chr((int(cap[82].1ip.1id,16)) A
(int(cap[82].tcp.ack))) + chr((int(cap[88].ip.id,16)) A

> > > > > > > >
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(int(cap[88].tcp.ack))) + chr((int(cap[94].ip.id,16)) A
(int(cap[94].tcp.ack))) + chr((int(cap[1060].1ip.1id,16)) A

(int(cap[100]
(int(cap[106]
(int(cap[112]
(int(cap[118]
(int(cap[124]
(int(cap[130]
(int(cap[136]
(int(cap[142]
(int(cap[148]
(int(cap[154]
(int(cap[160]
(int(cap[166]
(int(cap[172]
(int(cap[178]
(int(cap[184]
(int(cap[190]
(int(cap[196]
print(result)

We learnt to analyze the Covert channel captures using the Pyshark tool and
to analyze anomalies in different fields of IP packets. The example shown
here was built to show how a Covert channel attack is being seen in
Enterprise Network. In an Ideal Covert channel attack there would be more
complex algorithms and more fields to look for to decode the Information

.tep.
.tep.
.tep.
.tep.
.tep.
.tep.
.tep.
.tep
.tep.
.tep.
.tep.
.tep.
.tep.
.tep.
.tep.
.tep.
.tep.

The

ack)))
ack)))
ack)))
ack)))
ack)))
ack)))
ack)))

.ack)))

ack)))
ack)))
ack)))
ack)))
ack)))
ack)))
ack)))
ack)))
ack)))

message 1is flag{COVeRt_istN3t_

which is being transferred.

Conclusion

This chapter covered Covert channel attacks and how to interpret them in
Wireshark. As a security analyst, one needs Wireshark skills to analyze
these attacks and prevent them from causing network outages. In the next

+ + + 4+ + + + + + + + + + + + +

chr((int(cap[106]
chr((int(cap[112]
chr((int(cap[118]
chr((int(cap[124]
chr((int(cap[130]
chr((int(cap[136]
chr((int(cap[142]
chr((int(cap[148]
chr((int(cap[154]
chr((int(cap[160]
chr((int(cap[166]
chr((int(cap[172]
chr((int(cap[178]
chr((int(cap[184]
chr((int(cap[190]
chr((int(cap[196]
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Jp.
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Jp.
Jp.
Jip.
Jp.
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chapter, we will discuss Malware Analysis on Wireshark.
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C HAPTER 7

Malware Analysis on Wireshark

Introduction

This chapter provides an insight into using Wireshark in analyzing malware
over the network. We will discuss the different stages of attack and will
analyze actual Malware on Wireshark. As part of this chapter, the author has
also created a malware that would help in understanding the techniques of
identifying the malware on Wireshark. For analyzing the actual malware on
Wireshark, we need to have collectors that have collected the traces from
the infected machine.

Structure

In this chapter, we will cover the following topics:

e Introducing Malware
e Tracing Malware in Wireshark
Attack Kill Chain Model

Analyzing Breach Incident Reported

Drawing Correlations Using Wireshark Trace

Introducing Malware

Since we have now understood how to use Wireshark, we will try to apply
the knowledge in analyzing different malware that results in the machines
getting infected.

What is Malware?

As the name suggests, it is a software that damages the system by running
an injected process that communicates to the attacker’s hosted server over
the Internet. This might result in several PII information getting leaked and
causing the systems to crash. The malware would be delivered in the form




of spyware or ransomware. The transport layer for this malware could be
over the network via email, or it can be through free software downloads.

Let us look at a recently launched malware called "Xloader" . The
malware uses multiple file types, such as PDF, XLSX, and RTF, for initial
infection and execution. It is also designed to drop three modules in
memory and execute the final payload using the Process Hollowing
technique. Xloader is a class of Formbook malware that extracts data from
the HTML page.

Following is how the malware was downloaded on the endpoint machine:

Spam email POF attachment
from email

g
. XLSX downloaded RTF Stans
[ XLSX file in PDF ] [ RTF document } [ EQMNEDTA2 axe

[ Xoader Malware

Figure 7.1: Steps for Loading Malware

Snapshot of the email that was received:



Subject RE: THEMETAL MEW ORDERFOBS KORIA PORT

Good day

According to your qoute to my coleague before the holiday, Please find enclosed copy of our Mew Order.

However, we will like to have a further review on the following prices which are marked RED.

We would like to know if there is any change in the price.

If you have further inquiry, please feel free to contact us.

Best Regards,

Minsun Kim — Assistant Manager

A THEMETAL

ol tout rewtal product

R) 464-805 279 beongil 14 to Gyeonggi Gwangju gobul (taejeondong 444 address)
14, Gobul-ro 279beon-gil, Gwangju-si, Gyeonggi-do, 464-805 Rep. of KOREA

tel + 82-70-7704-7030 fax + 82-31-768-3976

mobile + 82-10-9476-2944

e-mail themetal@themetal.kr

PLEASE CONSIDER THE ENVIRONMENT BEFORE PRINTING THIS EMAIL

» ﬂ 1 attachment: THEMETAL NEW ORDERFOBS KORIA PORT.rar 711 KB

= THEMETAL NEW ORDERFOBS KORIA PORTrar 711 KB

Figure 7.2: Snapshot of the email which was used for loading the Malware




[ THEMETAL NEW ORDERFOBS _KORIA PORT ex= Properties X

THEMETAL L Sy T
Dtasls. Prinvious Verscens
ORDERFORS
KORIA Py o
PORT e Description
Fils deacrpean  TTEyugh
Type ARl caian [ THEMETAL NEW ORDERFORS _KORIA e Properties x
Filw varsion TLI. 9.1
Praducnveessn 11117111 Gananl Companbbey Digtsl Sagnature
Comright ey
Size 61 KB (779,272 byaed) Sagranie bt
Clate modied  Br12O034 1253 AM g g ey
THEMETAL Language Language Neusy SimonTenam  shal  Sasrdey, Macch %6, 2019 123155 PUA
HEW Logel wmimmcky ol SN7EN Semon Teham  halSS  Samrclay, March 16, 2019 123158 P1
ORDERFORS Crgpnal fgname PG aie

_KORIA
PORT exe

Fpmaos Propecten srd Pamans Iomatg

o

T = Carcal Apphy

Figure 7.3: The exe which was downloaded from the email

Tracing Malware in Wireshark

Let us try to look at the malware traces in Wireshark. The captures were
taken when the machine was infected with this malware, that is, post the
email was opened on the endpoint machine and the executable was being
run. We will try to identify what the malware does when it is accidentally
installed on the endpoint machine.

Let us first look at the conversation summary for different hosts, seen as
follows:
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Figure 7.4: Conversation Summary in Wireshark

As seen, most of the conversations are happening on port 80 . There are a
few conversations on port 443 , which would be used for email
conversations.
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Figure 7.5: TCP Conversations in Wireshark

Following is the traffic capture when the .exe file gets executed. This
traffic capture was taken from an endpoint when the Malicious exe was
getting executed. Ideally in a larger Enterprise Network there would be
continuous Capture points on different Endpoints.
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Figure 7.6: Filter to look at Different HTTP Requests

Following is the capture once the machine has been infected, and it makes a
set of POST requests to the server by2526.com :
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Figure 7.7: Tracing the HTTP POST Request

There are also some GET requests along with the POST requests, as follows:
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Figure 7.8: Analyzing the HTTP Request which shows GET and POST Headers

This brings us to determine the Indicators of Compromise. The domains

that were communicated while the machine was infected. Indicators of

Compromise are the assets which were communicated when the device was
compromised or when the exe was Installed on the machine which resulted
in Command and Control Communication from the Infected machine.
dulichngaaz [.] info

www .
www .
www .
www .
www .
www .
www .
www .
www .
www .
www .
www .
www .
www .
www .
www .
www .
www .

by2526 [.] com

ontoweightloss [.] health
doonsideproperty [.] com

354388 [.] pet
gkotc [.] xyz

dressroza [.] com

coffeemakers [.] online
denflos [.] top

pmcgl [.] xyz
agrigatefarm [.] online
askvanta [.] com
wowsomefan [.] store
physicallyfit [.] org
agiantsbar [.] com
ueimg [.] xyz
sisouehnmnxxd [.] top
screw [.] lol



www.steelplaque [.] info
www.huanle [.] store
www.globalexecutive [.] agency
www .connectionbyebd [.] com
www.cradunkw [.] com

Another form of malware is Gootloader Malware, which is a multi-
functional malware that is known to target Windows systems. It can
download additional malicious payloads, which can allow attackers to carry
out a range of harmful activities. The flow of the attack is as follows:

Link to Zip

Fake forum post page
Ll s download

Extracted js file Gootloader C2

Figure 7.9: Flow of the GootLoader Malware

Let us look at the Wireshark traces when the endpoint machine visits the
fake form site and tries to download the zip file on the post.

As compared to previous malware capture, here we can see most of the
transactions are happening on HTTPS, while a few transactions are on port
80 .
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Figure 7.10: Conversation Summary for Wireshark when Gootloader Malware gets Installed

As shown in Figure 7.10 , the Conversation Summary shows
Communication happening on Port 443 .
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Figure 7.11: Conversation Summary for Wireshark showing HTTP Packets

As shown in Figure 7.11 , the Conversation Summary shows
Communication happening on Port 80 .
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Figure 7.12: Analyzing the Wireshark Traces on port 80

As shown in Figure 7.12 , all the HTTP requests are being displayed.
Since the Gootloader malware step consists of Downloading the zip file
let’s try to find the Wireshark trace where the ZIP file gets downloaded.
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Figure 7.13: Wireshark Packet which shows the ZIP File getting downloaded

As shown in Figure 7.13 ,
the server.
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the traces are shown for a ZIP download from

Figure 7.14: A Web Page from repslagarna.se

This is how the website looks, and if you notice, Chrome detects it as a
Deceptive site, which means it is High risk . The reason for this is that it is
using TLS 1.0. In the above capture, we downloaded the Exhibit versus

Attachment Contract Zip file.



The Indicators of Compromise found are as follows,
communicated once the endpoint was affected:
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Figure 7.15: Wireshark Trace showing Different Indicators of Compromise

The filter t1s.handshake.type==1 means we are requesting Client Hello
and tls.handshake.type==2 means we are filtering for Server Hello .

By looking at the captures, we analyzed the traffic while the endpoint
machine was infected with malware. The traffic originated in unknown
domains from where the malicious scripts were downloaded.

Attack Kill Chain Model

Now we will deep dive into an attack kill chain model, which is referenced
in lockheedmartin.com .


http://lockheedmartin.com/

RECONNAISSANGE

Harvesting email addresses,
conference information, etc.

WEAPDNIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

L m—
Al Exploiting a vulnerability to execute

code on victim’s system

—K=

INSTALLATION

Installing malware on the asset

COMMAND & GONTROL (E2)

Command channel for remote
manipulation of victim

ACTIONS ON DBJECTIVES

With ‘Hands on Keyboard' access,
intruders accomplish their original goals

Figure 7.16: Attack Kill Chain Model

This explains the stage of the attack before the target is identified and
compromised. The term attack kill chain has been coined from a military
term, which involves research on the target before it starts attacking it.

The sequence of steps has been explained as follows:



1. Reconnaissance: This phase includes gaining more information about
the network. This can be carried out either actively or passively. For
example, nmap scan for the network. One of the drawbacks of Active
reconnaissance is that the attacker can be identified, while passive
reconnaissance results in looking at the social media profiles of the
system administrator, but the information might not be more relevant.

2. Weaponization: This phase is ammunition, where the malware is
created. The malware can be created with different tools, such as
Metasploit.

3. Delivery: Once the malware is created, the attacker wants to implant it
on the endpoint systems. The most common delivery of this malware
is via email. The other most common delivery system is downloading
posts or software from free websites.

4. Exploitation : This is the phase to exploit the vulnerability of the
software to be installed on the endpoint system.

5. Installation: The malware gets installed on the endpoint system as
part of this phase

6. Command and Control(C2) : Once the malware gets installed, it
influences the endpoint system to make outbound connections to the
servers, which would be hosted by the attacker on the Internet. We saw
this in the above captures, where the endpoint system makes a
connection to unregistered domains, which were classified as
Indicators of Compromise.

7. Actions on Objectives: This phase includes where the attacker asks
for ransom or extracts Confidential Information, which can be sold on
the Dark Web.

Let us look at these stages of attack in Wireshark.

Following is the sample Incident that has been reported to the Security
Analyst:

In Ideal Situation the Enterprise would report of a breach and as a Security
Analyst you need to understand how the breach occurred and how the
attackers were able to Intrude in the Network and perform Lateral
movement (Discovering other assets in the Enterprise Network)



Analyzing Breach Incident Reported

Incident Summary

Figure 7.17: Security Breach Analysis

A security breach was reported in a financial organization named “Zenith”.
Some confidential files were leaked online. It is suspected that the laptop of
their CFO, John Doe, was compromised.

Zenith’s CISO has contacted us to identify the source of the breach and how
the data breach happened.

In order to identify the cause of the data breach Security Analyst asked for
specific information, as follows:

» Approximate timestamp of the Issue

o [P address of the possible infected machine ( 192.168.10.10 )



o If the customer has network collectors in place that provide captures
from the network

e Email address of the person whose laptop was possibly compromised (
jdoe@zenith.com )

The goal of the Security Analyst is to look for Indicators of Compromise by
answering the following questions when the Malware was installed:

e What are the hidden file types?
e What is the encoding format of the hidden code?
e What is the decoded content exactly?

The Security Analyst was able to get a Wireshark trace of the CISO’s
infected machine from different network collectors in the Infrastructure.

Drawing Correlations using Wireshark Trace

We have looked at the Conversations Summary, and we will deep dive into
Protocol Hierarchy in Wireshark.
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Figure 7.18: Similar to Conversation Summary in Wireshark we have Protocol Hierarchy
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Figure 7.19: Snapshot of Different Packets as per the Protocol

The Protocol Hierarchy shows the traffic across different protocols. As
seen, it shows all traffic is IPv4 and the Layer 4 transport layer traffic
is on both TCP and UDP. It also shows some traffic on SMTP , which means
some email traffic would have been seen on the infected machine.

Since we know the IP address of the infected machine, we would filter with
the IP address 192.168.10.10 . As we are looking at the Installation stage
of the attack, we would see if some data is getting exfiltrated.
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Figure 7.21: Output of the Follow TCP Stream

While following the TCP stream, we can see that some secret
communication is being initiated from the infected machine towards the
attacker-controlled server. Let us try to see if we can try to find the secret
message.

The message of "this is a secret channel" is seen for the source IP
address of 192.168.10.10 and the destination IP of 30.30.30.30 . The
layer 4 information for this traffic is on source port 46780 and destination
port of 7000 .
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Figure 7.22: Snapshot of the TCP Stream on which the Secret Communication was done

Let us try to see if any other communication is being seen on the same
source and destination, but on different ports. As we can see, the
communication is happening on port 8600 .
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Figure 7.23: Looking for Communication on Other TCP Ports

If we try to follow the TCP stream for the conversation between
192.168.10.10 and the destination IP of 30.30.30.30 on port 8600 , we
see the message as "...... "
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Figure 7.24: Following TCP Stream on TCP port 8000
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Figure 7.25: Output of the Follow TCP Stream on TCP port 8000

The above message holds true to what we saw in the communication
channel being secret. Why does this communication for the same source
and destination on port 8000 show "...." while the communication on port



7000 shows the message "this is a secret channel” . Can you think
why this could be?

Let us try to understand in which field of the transport layer the message
"this is a secret channel" is seen. If we remember the Transport
layer , there is Data in TCP segments on which the application tries to
share the data. Looking at the packet no 337607 , the TCP segment data is
of 5 bytes . As seen, the data in Hex is 74 68 69 73 @a and in ASCII it is
This .

HHHHHHEE

Figure 7.26: Wireshark Trace showing Details of Packet No. 337607

As seen in packet 417334 , the next data segment is of 4 bytes with data
as is and 2 whitespaces.
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Figure 7.27: Wireshark Trace showing Details of Packet No. 417334

This answers us why the stream for the traffic between 192.168.10.10 and
30.30.30.30 on port 8000 shows .... because the data in the TCP segment
is empty. Does that mean there is no data because we have found that the
conversation is through some secret channel? Let us try to look for other
headers from where we can get some information. What can be other
headers? Let us look at the IP header. The IP header has the Identification
field along with the source and destination IP addresses. Hence,
Identification field as a column has been added.
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Figure 7.28: Applying Identification Field as Column

In an ideal scenario, the Identification field would have values in thousands.
Like, for example, seen on packet no 300517 , the identification field is
40734 .
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Figure 7.29: Identification Fields for Different Packets

If we look at the Identification fields of other packets, such as for packet no
437090 , it is 103 , for packet 437092 , it is 105 , and for packet no 437094



, it is 118 . If we look at the ASCII table, then 103 gives the character 'g' .
Let us try to create a script to extract all the characters.

We would be using Scapy to extract these characters. The following is the
script:

from scapy.all import *
from scapy.utils import *
p=rdpcap("forensics_finall.pcap")
for packets in p:
If packets.haslayer (TCP):
If packets[TCP].dport==8000:
file.write(packets[IP].1id)

After extracting these bytes, we get the message "give me the
credentials in file" . The first conversation on port 7000 gave the hint
in the form of a secret channel. The second conversation on port 8060 gave
the message "give me the credentials in file" . There is a file that
the attacker would have downloaded from its server. This means that the
conversation between 192.168.10.10 and the server 30.30.30.30 would
be on a different port.
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Figure 7.30: Conversation Summary in Wireshark

As we can see, there is another conversation on port 8500 .



Figure 7.31: Wireshark Trace showing Conversation on port 8500

If we have followed the TcP stream on this conversation, we see as follows:
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Figure 7.32: Follow TCP Stream for Conversation on port 8500
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Figure 7.33: Output of the Follow TCP Stream

As can be seen, it looks to be some file where the signature shows in the
form of XML and also starts with PK . Let us try to change the format from
ASCII to raw bytes.
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Figure 7.34: Changing the Structure from ASCII to Raw

The raw bytes are seen as follows:
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Figure 7.35: Viewing the Raw Bytes on Wireshark

The starting bytes are 504b : Looking at the
https://www.garykessler.net/library/file sigs.html we can see that a file
signature of 504b indicates a text file.

Let us try to extract this file of raw bytes by clicking "save as" :


https://www.garykessler.net/library/file_sigs.html
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Figure 7.36: Saving the File from Wireshark

Once we save this file and open it, the contents of the file are as follows:

i—licldén ‘in'foq




Figure 7.37: Contents of the File extracted from the Wireshark

The content of the file shows "Hidden info" . This is a sample file which
was created to showcase the different stages of attack. Ideally the next stage
would be to diagnose this file as it would have different Macros and
understand the different Malicious elements included as part of the File.

Conclusion

Wireshark lays the foundation for analyzing malware over the network
when the machine gets infected. Thus, it is important to understand that
Wireshark traces help when it is taken that the machine is infected. The
capture points can be directly on the machine, or they can be taken from
different collectors in the network. We also learnt that Indicators of
Compromise can be derived from the Wireshark traces, which were taken
while the malware was implanted on the machine.
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